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1
Decision/action requested

Kindly approve the proposed change to Sol#3.
2
References

[1]
3GPP TR 33.882 Study on personal IoT networks security aspects.
3
Rationale

This contribution is adding missing evaluation to Sol#3 in the Study on personal IoT network security aspects [1].
4
Detailed proposal

Please accept the following changes to TR 33.882 [1]:

**** START OF CHANGE ****

6.4
Solution #3: Authentication for PIN elements involving SMF

6.4.1
Introduction 

This solution addresses the authentication of PIN elements as described in KI#1 by utilizing a procedure similar to Data Network specific secondary authentication.

In case of Data Network specific secondary authentication as currently defined in TS 33.501 [3] a UE is authenticating itself towards an external AAA server to obtain access to a specific Data Network. 

This concept is extended in the proposed solution to the case of PIN networks. 

The AAA server and the Data Network are typically operated by the same third party referred to as PIN Service Provider (PSP). The PECG is relaying EAP messages to and from a PINE.

6.4.2
Solution details

Figure 6.4.2-1 shows the procedure for authentication of a PINE.
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Figure 6.4.2-1 Authentication procedure for PINE using DN specific secondary authentication

PINE acts as an EAP client, SMF acts as an EAP Authenticator and PSP DN-AAA server acts as an EAP server. 

The individual steps are described below.

PINE requesting connectivity via PEGC/UE:

Step 1a. When a PINE wants to connect to the PSP (PIN application Service Provider) Data Network, PINE request for connection towards PEGC/UE. 

Step 1b. If the PEGC/UE is not yet registered with the 5GS, it performs primary authentication using PEGC/UE USIM credentials. 

Step 1c. The PEGC/UE request for PDU session establishment towards the PSP DN via 5GS.

Step 1d. The SMF obtains the subscription information from the UDM and verifies if the PEGC/UE request for PSP DN is allowed or not.

Step 1e. If the PEGC/UE is allowed to connect to the requested PSP DN, then SMF initiates the EAP authentication.

Secondary Authentication between PINE and PSP DN:

Step 2a. The SMF request for EAP identity towards PINE and PINE responds with EAP identity response. The PEGC/UE will start relaying the messages to/from PINE and SMF.

Step 2b. If there is no existing N4 session, SMF selects a UPF and establishes a N4 Session with the selected UPF.
Step 2c. The SMF forwards the EAP-Response with identity (received from PINE) towards PSP DN-AAA server.

Step 2d. Further EAP message exchanges between PINE and DN-AAA server of PSP.

Step 2e. The PSP DN-AAA server verifies if the PINE is authorized or not.

Editor's Note: Detailed threat analysis is FFS, i.e., how to ensure that only authorized PEGCs are used within a PIN.

Step 2f. Depending upon the verification, the EAP-Success / EAP-Failure message is sent to the SMF.

Step 2g. This completes the EAP authentication procedure for the PINE at the SMF.

Step 2h. Rest of the procedures for PDU establishment is executed as described in TS 33.501[3] figure 11.1.2-1 step 16a to step 18.

Step 2i. The PDU session establishment accept message is sent with EAP-Success towards PEGC/UE.

Step 2j. The communication between PINE and PSP application server can take place.

Editor's note: How 5GC/SMF identifies PINE is FFS.

6.4.3
Evaluation


Binding PINE authentication and authorization to PDUJ session management is a suitable approach, if the authentication and authorization should happen outside of ted 5G core (i.e., by a central external AAA server), but if the5G system should be aware of each individual authentication and authorization decision and the identity of the PINE.
The solution also consists of a mechanism based on authorization code, which prevents potential attacks stemming from the fact that a PEGC and PINE might be operated by different entities.
Whether PDU Session Establishment or PDU Session Modification messages are used and potential modifications to SMF can be aligned with SA2.
Editor's Note: Further evaluation can be added if needed.
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