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1
Decision/action requested

Approve the pCR to TR 33.882.
2
References

[1]
3GPP TR 33.882: "Study on personal IoT networks security aspects".

3
Rationale

This solution describes a way for network triggering the authentication and authorization for a PINE based on EAP framework. 

4
Detailed proposal

****Start of Change (new text)****
6.X
Solution #X: PINE authentication and authorization by PEMC
6.X.1
Introduction
This solution addresses the KI#1 "Authentication and authorization for PINE".

6.X.2
Solution details
The procedure describes how PEMC performs the authentication and authorization for a PINE.
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Figure 6.X.2-1: PINE authentication and authorization by PEMC
1.
[Optional] A PINE may connect with the PEMC directly via non-3GPP access for getting configuration to access a PIN.

2.
[Conditional] In case of the PINE connecting with the PEMC directly, if the PINE does not have any credential and is not preconfigured with PVS information, the PINE requests credential provisioning with Device information, which includes MAC address and device profile, e.g., device ID, device type, device description, vendor name, etc.

3.
[Conditional] The PEMC generates and sends a credential to the PINE. 

4.
The PINE connects to a PEGC, which may be based on the configuration received from PEMC. The PINE may initiate IPSec tunnel establishment with the PEGC.
5.
[Conditional] If the PINE does not have any credential and is not preconfigured with PVS information, the PINE requests credential provisioning with Device information.

6.
[Conditional] The PEGC sends Credential Provisioning Request (PINE information) to the PEMC. The PINE information includes Device information, IP address of the PINE, and connection information for the PINE, e.g., SSID or BT ID.
7.
[Conditional] The PEMC generates a credential for the PINE and sends it to the PEGC. The PEGC sends the credential to the PINE. 

8.
The PINE sends Access Request (Device information, [PINE ID]) to the PEGC. The PINE ID is configured by PEMC in step 3 or 6.
9.
[Conditional] If the PEGC does not have authorization information for the PINE, or the PEGC is not able to authenticate the UE, the PEGC sends the Access Request (PINE information, [PINE ID]) for the PINE to the PEMC. The PINE Information includes Device information, IP address of the PINE, and connection information for the PINE, e.g., SSID or BT ID.
10.
[Conditional] If the PINE information and/or PINE ID is able to be associated with a PIN, e.g., the connection information is dedicated for a specific PIN, the PEMC authorizes the PINE access the PIN via the PEGC, otherwise the PEMC authorize the PINE access the PEGC and, if authorization succeeds, assigns a PIN for the PINE. 

If authorization fails, the PEMC sends Access Response with a cause value to indicate authorization failure to the PEGC, and PEGC performs step 14b-2 then stops.
11.
[Conditional] The PEMC determines it is able to authenticate the PINE based on the Device information (i.e., has not provisioning credential to the PINE) or PINE ID, the PEMC may send PIN Auth message (EAP Request / Identity) for the PINE to the PEGC. The PEGC sends the PIN Auth message (EAP Request / Identity) to the PINE.
12.
[Conditional] The PINE sends PIN Auth message (EAP Response / Identity) to the PEGC. The PEGC sends PIN Auth message (EAP Response / Identity) for the PINE to the PEMC.
13.
[Conditional] If step 9 is performed and the PEMC determines it is able to authenticate the PINE, the PEMC and PINE performes the EAP message exchange procedure via the PEGC. 
14.
The PEGC exchanges the EAP messages with the PINE over PIN Auth message. If the PEGC knows the credential of the PINE, e.g., received in step 14a-1 previously, the PEGC authenticates the PINE, otherwise, the PEGC relays the EAP messages transferred between PEMC and PINE. 
15.
If PEMC performs the authentication, the PEMC sends Access Response to the PEGC. If the authentication and authorization succeed, the Access Response includes PIN ID that the PINE belongs to, the EAP Success message, and optional credential of the PINE, otherwise the Access Response includes EAP Failure. 
If authentication and authorization succeed, the PEGC stores the authorization result and credential of the PINE, and sends the Access Response (PIN ID, EAP Success) to the PINE. Otherwise, the PEGC closes the connection with the PINE.
In case PEMC does not have direct connection with PEGC, PIN protocol messages between PEMC and PEGC in steps 6-15 are via 5GS.
In case PEMC sends credential of PINE to the PEGC, when the PINE disconnects and reconnects to the PEGC, the PEMC will not be disturbed.
6.X.3
Evaluation
This solution is suitable for the case that PINE is not preconfigured with any credential and is not preconfigured with any PVS information.  

This solution does not require that the PEGC acts as authenticator.
This solution dose not have any 5G system impact.
****End of Change****
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