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1
Decision/action requested

It is requested to approve the KI on AKMA privacy
2
References

[x] 3GPP TR 33.737: "Study on Authentication and Key Management for Applications (AKMA) phase 2."

3
Rationale

Please refer to the discussion paper S3-223271 for the details. If we agree on the problem and agree to solve it in Rel 18 under AKMA study, then this KI will be accessed and agreed
4
Detailed proposal

**** START OF CHANGE ****
5.x
Key Issue #x: AKMA privacy issue 
5.1.1
Issue details
Currently, A-KID is an identifier in the format username@realm. The username includes RID (routing indicator) and A-TID (AKMA temporary ID), realm includes the HN identifier. The essential part that identifies within the HN the UE and its AKMA key is A-TID. The way the 5G system authorises AKMA AF Key Requests might lead to potential privacy violations, although the UE does not provide its identity in plaintext to the AF. i.e., UE (user) is interested in AF1's service and tries to connect to AF1. If MitM is able to know that UE is interested in AF1's service, then it is a privacy issue for UE.

For example, UE (the user) wants to establish a secure connection with AF1 and sends a Session Establishment Request to AF1. The request contains the A-KID. Another AF2 is acting as an eavesdropper and can obtain an A-KID from the intercepted message (Session establishment request), considering AF2 is also an authorised AF. The AF2 can send an AKMA AF Key Request to the 5G system using the intercepted A-KID and its own AF_ID as input. Since the 5G system has no means to find out that the A-KID was not intended for AF2, the 5G system will handle the request and return KAF together with UE's GPSI.
5.1.2
Security Threats
By eavesdropping on the Session Establishment Request from UE to the AF, the MitM will be able to understand that UE is interested in the AF's service. Hence, user privacy is compromised.

5.1.3
Potential security requirements
The AKMA architecture shall be able to protect the user's privacy during the AKMA session.
**** END OF CHANGE ****
