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1
Decision/action requested

It is requested to approve the new KI on user consent.
2
References

[Y]

3GPP TR 23700-80 "Study on 5G System Support for AI/ML-based Services"

3
Rationale
AF needs assistance data from 5GC in order to perform FL operations (KI#7 in TR 23.800-70), such as selecting FL member. AF requests from 5GC a list of potential FL members based on a number of parameters: UE visited area of interest (AOI), UEs in certain cells or geographic area, UEs that are of certain distance apart, different UE registration area, target location, or other parameters (e.g., QoS).  Also other parameters may be used by 5GC to help AF with selection of potential FL member, but the most common information that is helpful to AF is UE’s location. Locations of the UE, whether it is UE visited AOI, current cell, distance between two UEs, registration area or target location, are of extraordinary privacy-sensitivity to the UEs and if used inappropriately can be used to link and track UEs.  

No operator in the right mind would relinquish such sensitive information just because the AF asks for it, without some kind of safeguard or user consent.  Doing so without user consent will most likely subject the operator to a number of serious privacy violations (e.g., GDPR). Users (or UEs) may have given application level consent to the AF to participate in FL operations, but that application level consent to participate in FL operations is not the same user consent as to allow the operator to divulge UE’s current location to a third-party AF. 

The user consent to allow the operator to give location of UE to the AF is not the same as the user consent given to AF to participate in FL operations.  In addition, the user consent is also required before the UE related information or data analytics are exposed to the 3rd party.   

This contribution proposes a new key issue for user consent that is need by 5GC in order to provided assistance information to the AF for FL operations.

4
Detailed proposal 
**** START OF CHANGE ****
6.X
KI #X: user consent on 5GC-provided assistance information to AF
6.X.1
Key issue details
AF needs assistance data from 5GC in order to perform FL operations (KI#7 in TR 23.800-70), such as selecting FL member. AF requests from 5GC a list of potential FL members based on a number of parameters: UE visited area of interest (AOI), UEs in certain cells or geographic area, UEs that are of certain distance apart, different UE registration area, target location, or other parameters (e.g., QoS).  Also other parameters may be used by 5GC to help AF with selection of potential FL member, but the most common information that is helpful to AF is UE’s location. Locations of the UE, whether it is UE visited AOI, current cell, distance between two UEs, registration area or target location, are of extraordinary privacy-sensitivity to the UEs and if used inappropriately can be used to link and track UEs.  

This key issue studies how 5GC obtains user consent from the UE with granularity, such as on what information of UE, for certain period of time, and when UE is at what location, in order to fulfil AF’s request for the assistance information, how user consent is revoked, which entity takes the role of enforcement point, and how the user consent framework as defined in 3GPP can be reused.

6.X.2
Security threats
User’s privacy sensitive information that 5GC provide to an entity (e.g., AF) either inside or outside the 3GPP network without the permission or knowledge of the user, poses huge threat to user's privacy. 
User’s privacy sensitive information such as UE’s location can be used by fake or fraudulent AF in the name of FL operations to link or track a UE.
6.X.3
Potential requirements
5GC shall provide a means to obtain and verify user consent before providing privacy sensitive UE information to AF with user controllable granularity.

The 5GC shall provide a means to allow a user to change or add consent to any UE privacy sensitive information provided to AF.

5GC shall provide a means to revoke user consent upon user request.
**** END OF CHANGE ****
