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1
Decision/action requested

Approve the updated Annex A in TR 33.898
2
References

[X]

S3-221188 "New SID on Security and Privacy of AI/ML-based services and applications in 5G"

[Y]

3GPP TR 23700-80 "Study on 5G System Support for AI/ML-based Services"

3
Rationale
Additional data elements are added to the table based on solutions that are still under consideration in SA2. For the data detail column, location of the data (i.e., which network function holds the data) is also added.
A minor grammatical change in the Annex title is made to replace “among” with “between” since only two entities are involved in the data exchange. Other editorial is made to correct the SA2 TR number.
4
Detailed proposal

***BEGINNING OF THE 1st CHANGE***
Annex.A
Classification and protection of AI/ML data transmitted between 5GC and AF

A.1
General
According to TR23700-80, different AI/ML data needs to be transmitted among 5GC and AF to facilitate various application AI/ML operations. Exposing this data may cause different impact on network or user depending on the nature and purpose of the data. Some may be considered user privacy-sensitive, such as data analytics (e.g., QoS sustainable analytics) may help to determine sensitive information such as subscription location and exposing these data analytics to an unauthorized AF will cause serious privacy breach issue. Some of the data (e.g., NF load analytics) is related to the state of network, and attackers may use it to perform serious attacks, such as DoS attack or lead legitimate UE to believe the incorrect state of the network (e.g., network is busy when in fact it is not) on the network side. Some of the other data (e.g., RSRP) may not be related to security and privacy and exposing them may have little or no impact to the security of the network. Since the data exchanged among 5GC and AF are essential for 5GC to provide the necessary assistance for the application AI/ML operations and not all data requires the same type of protection, it is beneficial to categorize the different type of data so that the appropriate protection scheme can be applied.  

Table 1 below lists various data based on the Solutions from TR 23.700-80 among 5GC and AF from the perspective of privacy and security 
	Data Source　
	Data Type
	Detailed Data
	Solution from SA2
	Data Flow

	UE-related data
	· UE Status
	· Network authorization status of the UE
	#33
	5GC->AF

	
	· 
	· UE connectivity state（AMF）
	#23,#39
	5GC->AF

	
	· 
	· UE reachability status(AMF)
	#23、#39、#40
	5GC->AF

	
	· 
	· UE mobility analytics(NWDAF)
	#8、#19、#22、#23、#25、#27、#39
	5GC->AF

	
	· 
	· UE abnormal behaviour(NWDAF)
	#23、#27、#39
	5GC->AF

	
	· 
	· Radio link quality (RSRP)
	#6
	5GC collects

	
	· UE location
	· TAI(AMF)
	#6
	5GC collects

	5GC-related data
	· Training assistant
Information
	· Geographical distribution information for the candidate members(NWDAF)
	#6
	5GC->AF

	
	· 
	· Expected number of iterations(NWDAF)
	#6
	5GC->AF

	
	· 
	· Time duration: Start time and end time(NWADF)"
	#6
	5GC->AF

	
	· 
	· Time interval for each iteration(NWADF)
	#6
	5GC->AF

	
	· 
	· Candidate members' expected latency performance given per iteration(NWADF)
	#6
	5GC->AF

	
	· 
	· Candidate members' expected latency performance given aggregated and local model size(NWADF)
	#6
	5GC->AF

	
	· Prediction Information(NWADF)
	· Packet loss rate prediction
	#30
	5GC->AF

	
	· 
	· Packet delay prediction
	#6,#23,#30
	5GC->AF

	
	· 
	· Network congestion prediction
	#31
	5GC->AF

	
	· 
	· Network load predictions at UE locations
	#6、#23
	5GC->AF

	
	· 
	· User data congestion time prediction
	#6
	5GC->AF

	
	· Slicing Information
	· S-NSSAI(AMF)
	#5、#6、#13、#17
	5GC->AF

	AF-related data
	· Expected UE Behaviour parameters
	· Target AOI
	#16、#18、#23
	AF->5GC

	
	· 
	· UE address(es) (IP address or MAC address)
	#16
	

	
	· 
	· Training time period
	#23、#25
	

	
	· 
	· Target FL Coverage Area
	#16
	

	
	· 
	· Target Historical nomadic period for the given target AOI
	#18
	

	
	· 
	· The minimum separation distance between candidate UEs based on locations
	#16、#25
	

	
	· 
	· The list of candidates UEs
	#16、#25
	

	
	· 
	· The minimum/maximum  number of UEs
	#18、#23
	

	
	· 
	· Wireless Access technology
	#25
	

	
	· 
	· QoS references
	#9
	

	
	· 
	· Data sources of the local training data for the set of distributed nodes
	#16
	

	
	· Data rate reporting
	· Group Maximum Bit Rate (Group-MBR)
	#12、#15
	

	
	· QoS
	· QoS Sustainability Analytics（NWDAF）
	#6、#7、#27, #28
	5GC->AF


Table-1 Data used in AI/ML operations
**** END OF CHANGE ****
