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1
Decision/action requested

This pCR proposes new solutionfor key issue#2 in TR 33.870
2
References

[X]
3GPP TR 33.870 “Study of privacy of identifiers over radio access”.
[Y]            3GPP TS 38.331 “Radio Resource Control (RRC) protocol specification”.

[Z]            3GPP TS 31.102 “Characteristics of the Universal Subsciber Identity Module(USIM) application”
3
Rationale

This solution proposal prevents the attacker from identifying the user and tracking them. Privacy threat due to establishment cause and ID in MSG3 is addressed with this proposal.


4
Detailed proposal

****************************** Start of changes **************************
6.W
Solution #W: Solution for prevention of detection of priority access

6.W.1
Introduction

According to TS 38.331[Y], the 5G standard allows the use of establishment cause like “highPriorityAccess”, “mps-PriorityAccess”, “mcs-PriorityAccess” is sent in clear over the air. Key Issue #2 identified in TR[X] describes the privacy concern due to RRC establishment cause in RRC IDLE state and RRC resume case in RRC Inactive state.
6.W.2   Solution details
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2. Primary authentication is successful

1.RRC connection established using  ͞randomvalue͞�in initial UE identity in MSG3

HN

3.NAS security context is established. 5GMM-CONNECTED mode over 3GPP access. 

Generated SN_Private(for gNB), SN_public(for UE) key pair is sent to UE and gNB.

4.AS security context is established. RRC_CONNECTED state.

5. UE moves to RRC_IDLE state. Only SN_Private key and key_ID is retained.

6a.Msg1:Preamble

6b.Msg2:RandomAccessResponse

6d.Msg3:RRCSetupRequest

(concealed 5G-S-TMSI-part1 with establishmentCause and 

SN_Public_Key_ID)

6f.Msg4:RRCSetup

6g.Msg5:RRCSetupComplete
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 connection 

establishment

6h. UE moves to RRC_CONNECTED state

6c. Use SN_Public key  to encrypt 

ͣϱG-S-TMSI-part1 with establishmentCause͘͞�

Concealed output(48 bits with key_ID)

6e.deconceal 5G-TMSI-part1 and 

establishment cause using SN_Private key

 During the RRC connection establishment phase, after MSG2 is received in UE, the UE could conceal the 5G-S-TMGI-part1 with establishment cause using the SN_public key. Concealed output along with SN_public key ID is sent to gNB. Using the SN_public key ID, the gNB fetches the SN_private Key provided by AMF (in step 3) to de-conceal the 5G-TMGI-part1 and establishment cause.

Similar to Home network public key list(clause 4.4.11.8[Z]), serving network public key list could be configured (in both UE and gNB) and this can be used during RRC connection establishment(in RRC IDLE state).

	Serving Network Public Key List data object

	Serving Network Public Key List data object length

	Serving Network Public Key 1 Identifier tag

	Serving Network Public Key 1 Identifier length

	Serving Network Public Key 1 Identifier 

	Serving Network Public Key 1 tag

	Serving Network Public Key 1 length

	Serving Network Public Key 1

	…

	Serving Network Public Key N Identifier tag

	Serving Network Public Key N Identifier length

	Serving Network Public Key N Identifier 

	Serving Network Public Key N tag

	Serving Network Public Key N length

	Serving Network Public Key N


6.W.3   Evaluation

TBD
******************************* End of changes ***********************
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