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1
Decision/action requested

Request for approval of the solution proposed for TMGI protection during group paging.
2
References

[X]
3GPP TR 33.883 Study on security enhancements for 5G multicast-broadcast services phase 2.
[6]            3GPP TS 23.247: "5G multicast-broadcast services; Stage 2".
3
Rationale

As described in TR 33.883, An attacker eavesdrop over the paging channel for MBS UEs may be capable of the following privacy attacks like inferring members of the MBS group presence in the paging area.

Solution proposal addresses the MBS key distribution and related procedures

4
Detailed proposal

********* START OF CHANGES *********
6.1
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3

	#1: MBS Traffic Key distribution for MOCN deployment scenarios
	X
	
	

	#2: MOCN security handling for MBS
	X
	
	

	#A: TMGI protection during group Paging
	
	X
	

	
	
	
	

	
	
	
	


************ NEXT CHANGE  ************
6.A
Solution #A: TMGI protection during group Paging
6.A.1
Introduction 

This solution addresses the key issue #2 “TMGI Protection” from TR 33.883[X]. 
6.A.2
Solution details
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1. Procedure 7.2.5.2 step 1 to 4 is same as TS 23.247 [6].

2. [Conditional] If AMF determines that there are UEs in CM-IDLE state and involved in the multicast MBS Session, the AMF figures out the paging area covering all the registration areas of those UE(s), which need to be paged. The AMF may apply paging differentiation as specified in clause 6.12. The AMF sends a Multicast Group paging request message to the NG-RAN node(s) belonging to this Multicast Paging Area with the involved UE list and TMGI as the identifier to be paged if the related NG-RAN node(s) support MBS. TMGI identifier is protected by MSK which is fetched from MB-SMF or SMF (extension of clause 6.12 of TS 23.247). The UE will also use MSK to decrypt the TMGI and checks if it is for intented session for which it is registered for. If required, MBS key id in plain text, can be also send in paging to the UE. The UE checks first the MBS key id from the one it has configured for, if matches then decrypt the ciphered TMGI using its MSK key.
3. Procedure 7.2.5.2 step 6 to 15 is same as TS 23.247 [6].
NOTE: Above mentioned proposal is optional, and it doesn’t mandate the MBSF or MBSTF in all deployments.

Editor’s Note: How to use the MSK key to encrypt TMGI is FFS.

6.A.3

System impact

	Impact
	Details

	SMF
	Push the MSK keys to AMF.

	AMF
	Use MSK key to encrypt TMGI

	UE
	Verify expected key ID with received Key ID. If matches, the UE decrypts the encrypted TMGI using MSK & verifies the TMGI.


6.A.4
Evaluation

TBD
********* END OF CHANGES *********


4a. Namf_MT_EnableGroupReachability response
UE
NG-RAN
AMF
SMF
UPF
MB-UPF
MB-SMF
1. MB-SMF triggers session activation

2. Nmbsmf_MBSSession_ContextStatusNotify

3. Namf_MT_EnableGroupReachability request


6. Service Request
10b. Steps 8-12 as described in clause 7.2.1.3

11. Namf_MBSCommunication_N2MessageTransfer request (TMGI)

12. NGAP activation request (TMGI)

13. NGAP activation response

14. Namf_MBSCommunication_N2MessageTransfer response

9. N2 request
10a. Establishment of 5GC Shared MBS traffic delivery in clause 7.2.1.4

15. N4mb Session Modification

8a. Namf_MT_UEReachabilityInfo_Notify

7b. Nsmf_PDUSession_UpdateSMContext response

7a. NSmf_PDUSEssion_UpdateSMContext request

4b. Namf_Communication_N1N2MessageTransfer
8b. Namf_Communication_N1N2MessageTransfer

5. AMF pages idle mode UEs
5b.Use MSK key to encrypt TMGI
5c.Paging
(encrypted TMGI)
5d.Paging
(encrypted TMGI)
5e.Use MSK keys to decrypt TMGI
5a.Push MSK key to AMF



