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1	Decision/action requested
Approve a new solution to KI#1 in TR 33.886.
2	References
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] 	3GPP TS 22.261: "Service requirements for next generation new services and markets; Stage 1".
[3]	3GPP TR 23.700-41 "Study on enhancement of network slicing; Phase 3"
[4]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
3	Rationale
The contribution proposes a new solution to the key issue 1.
4	Detailed proposals
*************** Start of 1st change  ************
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[bookmark: _Toc107826379]5.X.1	Introduction
The solution addresses KI#1 by providing the means to secure the SoR related information from the UE to the home network and the means for the UE to confirm that the slice based SoR related information has been properly transmitted from the UE to the home network through the visited network.
According to KI#1, the misbehaving NF (i.e., AMF) in the VPLMN may remove or modify the SoR related information transmitted from the UE. This may cause a serious issue that the home network might provide a wrong Slice based SoR information to the UE if it is modified OR the Slice based SoR function is deactivated if it is removed.
This solution provides following mechanisms.
· A mechanism to provide the integrity and confidentiality protections for the SoR related information from the UE to the home network.
· A mechanism for the UE to confirm that the slice based SoR related information is properly transmitted from the UE to the home network through the visited network. If the UE confirms that the Slice based SoR function did not work with the current VPLMN, this solution provides the necessary actions that the UE can take.
[bookmark: _Toc107826380]5.X.2	Solution details
  5.X.2.1 Protect SoR related information from UE to home network



Figure 5.X.2.1-1: Protect SoR related information from UE to home network
1. The UE performs the following actions to request a list of preferred VPLMN/Access Technology combinations from the home network of the UE.
· Generate a Slice based SoR related information, for example, UE Location, UE radio capabilities, Requested NSSAI, etc.
· Generate the MO-SoR container filled up with the generated Slice based SoR related information. The MO-SoR container can be integrity protected or both integrity and confidentiality protected.
· Generate SoR-XMAC-IAUSF and store it in the UE.

2. The UE sends the NAS message 1 to the AMF including User ID, MO-SoR container (Slice based SoR related information), SoR-MAC-IUE, CounterMO-SoR, ACK Indication, Slice based SoR requested. The Slice based SoR requested is a parameter that indicates to the AMF that the UE is requesting a list of preferred VPLMN/Access Technology combinations from the home network. Upon reception of this parameter in the AMF, the AMF contacts the UDM to obtain a list of preferred VPLMN/Access Technology combinations from the home network. This parameter is needed since a list of preferred VPLMN/Access Technology combinations varies with the UE’s location even the UE stays in the same VPLMN.
3. The AMF sends Nudm_UECM_Registration/Update including User ID, MO-SoR container (Slice based SoR related information), SoR-MAC-IUE, CounterMO-SoR, ACK Indication.
4. The UDM invokes Nausf_SoRDeciphering service with User ID, MO-SoR container (Slice based SoR related information), SoR-MAC-IUE, CounterMO-SoR, ACK Indication to the AUSF.
5. The AUSF performs the Integrity check with the received SoR-MAC-IUE and performs a freshness check with the received CounterMO-SoR. If all necessary checks are passed, the AUSF performs deciphering the received data. If ACK Indication is received from the UDM, the AUSF generates a SoR-MAC-IAUSF.
6. The AUSF sends Nausf_SoRDeciphering Response to the UDM including MO-SoR data with clear text, SoR-MAC-IAUSF.
7. Based on the received Slice based SoR related information in step 6, the UDM generates an MT-SoR data including a list of preferred VPLMN/Access Technology combinations by interworking with the SoR-AF.
8. The UDM sends Nudm_UECM_Registration/Update response to the AMF including MT-SoR container and SoR-MAC-IAUSF.
9. The AMF sends the NAS message 2 to the UE including MT-SoR container, SoR-MAC-IAUSF
10. When the UE receives the NAS message 2 in step 9, the UE can take one of following actions.
· If the UE receives the SoR-MAC-IAUSF in the NAS message 2, the UE compares the received SoR-MAC-IAUSF with SoR-XMAC-IAUSF that is stored in the UE at step 1 and makes sure that the Slice based SoR function has been properly worked with home network. In this case, the UE checks if the NAS message 2 includes the MT-SoR container. If there is no MT-SoR container in the NAS message 2, then the UE should assume that the home network has no data for a list of preferred VPLMN/Access Technology combinations based on network slice for the UE so, the UE may stay in the current VPLMN. Otherwise, the UE performs the PLMN selection based on the received list of preferred VPLMN/Access Technology combinations in the NAS message 2.
· If the UE does not receive the SoR-MAC-IAUSF in the NAS message 2, a few problematic scenarios can be considered. For example, 1) the AMF in the visited network ignores the Slice based SoR requested parameter in step 2, 2) the AMF in the visited network supports only 3GPP release 16 and all newly added NAS parameters in release 17 are dropped. 3) Transmission failure between the UE and the home network and 4) etc. In this case, the UE can take some of the below listed.
· The UE starts the PLMN selection without any suggestion from the home network. The UE may find a VPLMN that can support the requested NSSAI.
· NOTE: It is important to describe this UE behavior in 3GPP specification at least as an informative, as this description can demote VPLMNs removing the SoR related information that is sent from the UE.
· The UE can initiate a management action, for example sending SMS to the management entity in the home network indicating to the home network that the Slice based SoR function does not work with current VPLMN. Then, the home network operator may take an appropriate action related to the visited network operator.
· If the network configuration allows, the UE initiates the Registration procedure over non-3GPP access with an AMF that resides in home network and triggers the Slice based SoR function. The assumption here is that if the home network provides the Slice based SoR function, any AMF in the home network supports the Slice based SoR function.

Editorial Note: Some NAS protocol enhancements are needed as the NAS message over non-3GPP access has to carry the Slice based SoR related information for 3GPP access.
In case that this procedure is used during the Registration procedure, the NAS message 1 can be a Registration Request message and the NAS message 2 can be a Registration Accept message.
In case that this procedure is used when the UE receives the Rejected NSSAI during the Registration procedure and the UE decides to search another VPLMN looking for an opportunity to get allowed for those of S-NSSAIs in the Rejected NSSAI in current VPLMN, the NAS message 1 can be a Registration Complete message and the NAS message 2 can be a DL NAS transport message.
In case that this procedure is used as a standalone for example after the UE Configuration Update procedure, the NAS message 1 can be a UL NAS transport message and the NAS message 2 can be a DL NAS transport message.
5.X.2.2 Protection aspects
In order to protect the MO-SoR container, this contribution proposes the following updates to the existing SoR security mechanism.
· The existing SoR security mechanism needs to be enhanced to support SoR security for both directions, MT-SoR and MO-SoR.
· The KAUSF is used as the input KEY for the MO-SoR security.
· New COUNT for the MO-SoR security (CounterMO-SoR) needs to be introduced. When the KAUSF is updated, the UE and the AUSF initialize it with 0x01 and 0x00, respectively.
· The following rolls and functions need to be added.
· UE: Generate SoR-MAC-IUE, CounterMO-SoR, SoR-XMAC-IAUSF.
· UE: Generate the SoR container that can be integrity protected or both integrity and confidentiality protected.
· AUSF: Support new Nausf_SoRDeciphering service or enhancing existing AUSF service to decipher the SoR container that is sent from the UE.
· AUSF: Generate CounterMO-SoR, SoR-MAC-IAUSF.

[bookmark: _Toc107826381]5.X.3	Evaluation

************* End of the changes *********
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