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1. Overall Description:

SA2 would like to thank SA3 for the "Reply LS on Security architecture for 5G multicast/boradcast services. SA2 would like to comment on the highlighted text in Answer 6:
Answer 6:
Such designs were discussed during the study item phase in SA3. SA3 concluded that MBSF generates MSK while MBSTF generates MTK in control-plane procedure. As MBSTF is the anchor point for MBS traffic, it knows well about traffic information, which is beneficial for the key update. For the user-plane procedure, the security features are achieved in MBSTF.
and the corresponding procedures defined in TS 33.501 clause W.4.1.3. 
The current role of MBSTF in the existing architecture in TS 23.247 and the functional description of MBSTF defined in TS 23.247 clause 5.3.2.12 does not involve any interactions with the UE. In fact the statement in TS 33.501 clause 4.1.3: " MBSTF takes the role of the BM-SC in TS 33.246" is not inline with the SA2 assumption in the architecture for interworking with EPS (TS 23.247 clause 5.2) where "control plane" role of the BM-SC is understaken by MBSF and the "user plane" role as media and transport anchor by MBSTF. 
The text: "The UE authenticates to the MBSTF based on the GBA as in MBMS security (see TS 33.246 [102]) or based on the AKMA (see TS 33.535 [104])."
Would require the MBSTF to interface directly to UPF (N6) for unicast security signalling which is currently not supported in TS 23.247 architecture options. 
SA2 understands that the above comment may have signalling impacts for the security message exchanges in the interface between MBSF and MBSTF (Nmb2) that are too late to be addressed by SA3 and SA4 in rel.17, therefore recommends that for rel.17 the user-plane procedure is documented in Annex using "neutral" terms in terms of which NF defined in TS 23.247 can be collocated with. In practical deployments this security functionality can be collocated with either MBSF or MBSTF and can be up to the deployment choices of the PLMN. 
Taking the above into account SA2 has not updated TS 23.247 to update the functional descriptions and welcomes any feedback from SA3.

2. Actions:

To SA3: 
ACTION: 
SA2 kindly ask SA3 to take the above feedback into account.
3. Date of Next TSG SA WG2 Meetings:

TSG-SA2 Meeting #153
10-14 October 2022
Electronic meeting

TSG-SA2 Meeting #154
14-18 November 2022
TBD
