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1. Background
The GSMA’s CVD programme has been made aware, through a researcher submission (attached to this LS), of a potential security vulnerability within 5G network functions that encompass OAuth2.0. More specifically the research highlights how certain gaps in RFC 6749 can lead to unauthorized access. The compounding effect of these gaps in OAuth2.0 could result in potential end point manipulation within the 5G SBA.
Submission date: The researcher (Imran Saleem at Mobileum) shared his initial research to GSMA 5GSTF on 25 October 2021. A formal disclosure to the GSMA CVD programme was made by the researcher on 09 August 2022 with a vulnerability ID CVD-2022-0063.
Similar research was also submitted recently to the GSMA CVD programme by group of university researchers, Seaver Thorn, K. Virgil English, William Enck, Kevin R.B. Butler from North Carolina State University & University of Florida, under CVD-2022-0061, CVD-2022-0062. The disclosures were made on 26 July 2022. 
Summary of the Research - “Highlighting potential need for granular level checks using "Additional scope" under the OAuth2.0 Token Access”  
A full copy of the CVD-2022-0063 researcher report “Highlighting potential need for granular level checks using Additional scope under the OAuth2.0 Token Access” is attached to this liaison statement and a summary of the research is below. Also attached is the full research paper for CVD-2022-0061 and CVD-2022-0062 “Automated Analysis of OAuth Policy between Network Functions in the 5G Core” which includes relevant use cases. 
5G SBA is based on IETF RFC’s, specifically RFC 6759. With the use of those RFC’s into 5G there may be certain gaps that attackers may take advantage of.  
The attack assumes that the attackers control a NF that has valid operator credentials for TLS connections to other NFs and can obtain valid access tokens from the NRF and can make valid service requests to other NFs.
In 3GPP specifications the RFC 6749 "scope" is limited to registering the NF Service name with the NRF. Additional scope details are optional. 
This means that attackers controlling only a limited set of NFs (e.g. attackers controlling only an SMF, but not an AMF) will be able to abuse service requests that their controlled NFs would not need in regular operation (e.g. an attacker-controlled SMF can perform a service request that is only meant to be used by an AMF).
Finding 1: (Excessive Data Exposure via N27 Interface)
Not restricting the scope details (e.g., between v-NRF and h-NRF) can expose unnecessary network level information. There is potential to abuse the “delete” method. This can lead to  service unavailability (DoS) causing instability to NFs that utilize this data.  
Finding 2: (AMF Re-Allocation)
namf-comm services expose the handover API’s to the SMF and PCF although the AMF serving the UE is the only entity that should initiate the handover to another AMF.  With current policy, an SMF or PCF may also initiate this handover. 
So, attackers without control of an AMF (but control of an SMF or PCF) can abuse this service request.
Finding 3: (Subscription Data Management Exposure)
APIs handling subscriber data in nudm-sdm are exposed to the SMF and AMF.
The endpoint POST /{supi}/am-data exposes access and mobility data intended for the internal operation of the AMF. However, the SMF also has access to this endpoint and could retrieve information. Additionally, an attacker-controlled SMF can maliciously delete a subscription, which will cause instability in the AMF or another NF that utilizes nudm-sdm service's subscriptions. A malicious SMF can create a subscription to data it should not access in the nudm-sdm service as well, causing a potential privacy violation.
1. GSMA Request to 3GPP SA3 and CT4
[bookmark: _Hlk33194554]GSMA politely requests 3GPP SA3 and CT4 to review the information provided by the researchers and consider whether the current 3GPP specifications sufficiently mitigate the reported vulnerabilities.  We note that the researchers make several proposed recommendations which we feel SA3 and CT4 experts are best placed to consider as potential mitigations to the reported vulnerabilities.
We would welcome both 3GPP SA3 and CT4 views.
1. Contacts
In case of any further questions and/or feedback to this Liaison Statement, please contact Roger Brown [rbrown@gsma.com].
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