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1
Decision/action requested

This contribution proposes to add scope of SECAM accreditation for type 1 of 3GPP virtualized network products into clause 4.
2
References

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2] 3GPP TR 33.916 Security Assurance Methodology (SECAM) for 3GPP network products
[3] 3GPP TR 33.818 Security Assurance Methodology (SECAM)  and Security Assurance Specification (SCAS)

 for 3GPP virtualised network products (Release 17).

[4] GSMA FS.16: "Network Equipment Security Assurance Scheme – Development and Lifecycle Security Requirements".

[5] ETSI GS NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in NFV".
3
Rationale

This contribution proposes to add the scope of SECAM accreditation for type 1 of  3GPP virtualized network products into clause 4 based on the output in TR 33.818.

4
Detailed proposal

It is suggested to approve the following changes.

********************Start of First Change ****************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.916 Security Assurance Methodology (SCAS) for 3GPP network products
[x]
GSMA FS.16: "Network Equipment Security Assurance Scheme – Development and Lifecycle Security Requirements".
[y]
ETSI GS NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in NFV".

********************End of First Change ****************************

********************Start of Second Change ****************************

4.4
Scope of SECAM Accreditation for 3GPP virtualized network products
According to the definitions of accreditation and SECAM Accreditation Body in TR 33.916 [2], it is a general way to ensure the accuracy and recognition of the evaluation results for the network products through the accreditation and SECAM Accreditation Body. So, it is applicable to all of the network products, regardless of whether the network product is physical network product or virtualized network product. It means, like for physical network products, the actors who perform the SECAM tasks for type 1 of 3GPP virtualized network products should also be accredited by the SECAM Accreditation Body. 
Table 4.4-1: Mapping between SECAM phases and involved party

	SECAM tasks
	Accredited actor

	Vendor Network Product Development and virtualized network product lifecycle management process 
	Auditor appointed by SECAM Accreditation Body

	Compliance declaration with the accredited generic vendor development and lifecycle process requirements
	Accredited vendor

	Virtualised network product evaluation which includes Security compliance testing and Basic Vulnerability Testing
	Accredited vendor or accredited third-party test laboratory


Consequently, according to table 4.4-1, SECAM can take different forms, depending on who performs security compliance testing and who performs Basic Vulnerability Testing. 
SECAM is intended to enable self-evaluation where the vendors evaluate their network products if they have the proper accreditation for that. 

The responsibility for writing and managing the accreditation and monitoring rules is taken by a SECAM Accreditation Body. The SECAM Accreditation Body's role also includes the handling of the dispute resolution process. 
NOTE: The decision on who takes the role of SECAM Accreditation Body should be made in cooperation with other SDOs such as GSMA, etc. It is recommended to leave accreditation responsibility to GSMA.
Even if it describes the complete process, including evaluation by accredited actors under SECAM Accreditation Body control and Security Assurance Specifications (SCAS) writing, SECAM does not preclude 3GPP SCAS security requirements and tests cases being used directly by mutual consent between vendors and operators without the accreditation process in place if it so desires. This ensures that the 3GPP SECAM work is not held up by delays in deliverables under the responsibility of external bodies, or by conflicting requirements in different countries (e.g. relating to accreditation).

The presence of a SECAM Accreditation Body as defined above is highly desirable in order to ensure a wide recognition of evaluation results and to have a working dispute resolution process available. Having a SECAM Accreditation Body also avoids the need for each operator to set up a one to one trust relationship with every vendor regarding their testing methods and skills.

Validity of accreditation is defined by the SECAM Accreditation Body.

**********************End of Second  Change **************************

