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[bookmark: foreword][bookmark: _Toc112418118]Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc112418119]Introduction
[bookmark: scope][bookmark: references][bookmark: _Toc93499902][bookmark: _Toc112418120]
1	Scope
The present document contains objectives, requirements and test cases that are specific to the MnF network product class. It refers to the Catalogue of General Security Assurance Requirements and formulates specific adaptions of the requirements and test cases given there, as well as specifying requirements and test cases unique to the MnF network product class. In the present document, the MnF network product class represents independently deployed management product supporting 3GPP defined management services.
[bookmark: _Toc112418121]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.117: "Catalogue of general security assurance requirements"
[3]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[bookmark: definitions][bookmark: _Toc112418122]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc112418123]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
[bookmark: _Toc22544806][bookmark: _Toc26877446][bookmark: _Toc75341152][bookmark: _Toc112418124]3.2	Symbols
Void.
[bookmark: _Toc112418125]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
MnF		Management Function
[bookmark: clause4][bookmark: _Toc112418126]4	MnF-specific security requirements and related test cases
[bookmark: _Toc112418127]4.1	Introduction
[bookmark: _Toc112418128]4.2	MnF-specific security functional adaptations of requirements and related test cases
[bookmark: _Toc112418129]4.2.1	Introduction
The present clause contains MnF-specific security functional adaptations of requirements and related test cases.
[bookmark: _Toc112418130]4.2.2	Security functional requirements on the MnF deriving from 3GPP specifications and related test cases
[bookmark: _Toc19696879][bookmark: _Toc26876873][bookmark: _Toc35529503][bookmark: _Toc35529594][bookmark: _Toc51230263][bookmark: _Toc112418131]4.2.3	Technical Baseline 
[bookmark: _Toc19696880][bookmark: _Toc26876874][bookmark: _Toc35529504][bookmark: _Toc35529595][bookmark: _Toc51230264][bookmark: _Toc112418132]4.2.3.1	Introduction
The present clause provides baseline technical requirements.
[bookmark: _Toc19696881][bookmark: _Toc26876875][bookmark: _Toc35529505][bookmark: _Toc35529596][bookmark: _Toc51230265][bookmark: _Toc112418133]4.2.3.2	Protecting data and information
[bookmark: _Toc19696882][bookmark: _Toc26876876][bookmark: _Toc35529506][bookmark: _Toc35529597][bookmark: _Toc51230266][bookmark: _Toc112418134]4.2.3.2.1	Protecting data and information – general
There are no MnF-specific additions to clause 4.2.3.2.1 of TS 33.117 [3].
[bookmark: _Toc19696883][bookmark: _Toc26876877][bookmark: _Toc35529507][bookmark: _Toc35529598][bookmark: _Toc51230267][bookmark: _Toc112418135]4.2.3.2.2	Protecting data and information – unauthorized viewing 
There are no MnF-specific additions to clause 4.2.3.2.2 of TS 33.117 [3].
[bookmark: _Toc19696884][bookmark: _Toc26876878][bookmark: _Toc35529508][bookmark: _Toc35529599][bookmark: _Toc51230268][bookmark: _Toc112418136]4.2.3.2.3	Protecting data and information in storage 
There are no MnF-specific additions to clause 4.2.3.2.3 of TS 33.117 [3].
[bookmark: _Toc19696885][bookmark: _Toc26876879][bookmark: _Toc35529509][bookmark: _Toc35529600][bookmark: _Toc51230269][bookmark: _Toc112418137]4.2.3.2.4	Protecting data and information in transfer 
There are no MnF-specific additions to clause 4.2.3.2.4 of TS 33.117 [3].
[bookmark: _Toc51230270][bookmark: _Toc35529601][bookmark: _Toc35529510][bookmark: _Toc26876880][bookmark: _Toc19696886][bookmark: _Toc112418138][bookmark: _Toc19696887][bookmark: _Toc26876881][bookmark: _Toc35529511][bookmark: _Toc35529602][bookmark: _Toc51230271]4.2.3.2.5	Logging access to personal data 
There are no MnF-specific additions to clause 4.2.3.2.5 of TS 33.117 [3].
.
[bookmark: _Toc112418139]4.2.3.3	Protecting availability and integrity
[bookmark: _Toc44937861][bookmark: _Toc35348379][bookmark: _Toc19542377][bookmark: _Toc112418140]4.2.3.3.1	System handling during overload situations 
TBD.
[bookmark: _Toc44937862][bookmark: _Toc35348380][bookmark: _Toc19542378][bookmark: _Toc112418141]4.2.3.3.2	Boot from intended memory devices only
There are no MnF-specific additions to clause 4.2.3.3.2 of TS 33.117 [3].
[bookmark: _Toc44937863][bookmark: _Toc35348381][bookmark: _Toc19542379][bookmark: _Toc112418142]4.2.3.3.3	System handling during excessive overload situations
TBD.
[bookmark: _Toc44937864][bookmark: _Toc35348382][bookmark: _Toc19542380][bookmark: _Toc112418143]4.2.3.3.4	System robustness against unexpected input.
There are no MnF-specific additions to clause 4.2.3.3.4 of TS 33.117 [3].
[bookmark: _Toc44937865][bookmark: _Toc35348383][bookmark: _Toc19542381][bookmark: _Toc112418144]4.2.3.3.5	Network Product software package integrity 
There are no MnF-specific additions to clause 4.2.3.3.5 of TS 33.117 [3].
[bookmark: _Toc19696888][bookmark: _Toc26876882][bookmark: _Toc35529512][bookmark: _Toc35529603][bookmark: _Toc51230272][bookmark: _Toc112418145]4.2.3.4	Authentication and authorization 
[bookmark: _Toc35348386][bookmark: _Toc19542384][bookmark: _Toc51230273][bookmark: _Toc112418146]4.2.3.4.1	Authentication policy
4.2.3.4.1.1	System functions shall not be used without successful authentication and authorization.
There are no MnF-specific additions to clause 4.2.3.4.1.1 of TS 33.117 [3].
4.2.3.4.1.2	Accounts shall allow unambiguous identification of the user.
There are no MnF-specific additions to clause 4.2.3.4.1.2 of TS 33.117 [3].
[bookmark: _Toc44937868][bookmark: _Toc112418147]4.2.3.4.2	Authentication attributes
[bookmark: _Toc44937869][bookmark: _Toc35348387][bookmark: _Toc19542385][bookmark: _Toc112418148]4.2.3.4.2.1	Account protection by at least one authentication attribute.
There are no MnF-specific additions to clause 4.2.3.4.2.1 of TS 33.117 [3].
[bookmark: _Toc112418149]4.2.3.4.2.2	Predefined accounts shall be deleted or disabled.
There are no MnF-specific additions to clause 4.2.3.4.2.2 of TS 33.117 [3].
[bookmark: _Toc112418150]4.2.3.4.2.3	Predefined or default authentication attributes shall be deleted or disabled.
There are no MnF-specific additions to clause 4.2.3.4.2.3 of TS 33.117 [3].
[bookmark: _Toc44937870][bookmark: _Toc35348388][bookmark: _Toc19542386][bookmark: _Toc112418151]4.2.3.4.3	Password policy
[bookmark: _Toc112418152]4.2.3.4.3.1	Password Structure
There are no MnF-specific additions to clause 4.2.3.4.3.1 of TS 33.117 [3]..
[bookmark: _Toc112418153]4.2.3.4.3.2	Password changes
There are no MnF-specific additions to clause 4.2.3.4.3.2 of TS 33.117 [3].
[bookmark: _Toc112418154]4.2.3.4.3.3	Protection against brute force and dictionary attacks
There are no MnF-specific additions to clause 4.2.3.4.3.3 of TS 33.117 [3].
[bookmark: _Toc112418155]4.2.3.4.3.4	Hiding password display
There are no MnF-specific additions to clause 4.2.3.4.3.4 of TS 33.117 [3].
[bookmark: _Toc44937871][bookmark: _Toc35348389][bookmark: _Toc19542387][bookmark: _Toc112418156]4.2.3.4.4	Specific Authentication use cases
[bookmark: _Toc112418157]4.2.3.4.4.1 	Network Product Management and Maintenance interfaces 
There are no MnF-specific additions to clause 4.2.4.4.1 of TS 33.117 [3].
[bookmark: _Toc44937872][bookmark: _Toc35348390][bookmark: _Toc19542388][bookmark: _Toc112418158]4.2.3.4.5	Policy regarding consecutive failed login attempts
There are no MnF-specific additions to clause 4.2.3.4.5 of TS 33.117 [3].
[bookmark: _Toc44937873][bookmark: _Toc35348391][bookmark: _Toc19542389][bookmark: _Toc112418159]4.2.3.4.6	Authorization and access control
[bookmark: _Toc112418160]4.2.3.4.6.1	Authorization policy
There are no MnF-specific additions to clause 4.2.3.4.6.1 of TS 33.117 [3].
[bookmark: _Toc112418161]4.2.3.4.6.2	Role-based access control
There are no MnF-specific additions to clause 4.2.3.4.6.2 of TS 33.117 [3].
[bookmark: _Toc19696889][bookmark: _Toc26876883][bookmark: _Toc35529513][bookmark: _Toc35529604][bookmark: _Toc51230274][bookmark: _Toc112418162]4.2.3.5	Protecting sessions 
[bookmark: _Toc44937875][bookmark: _Toc35348393][bookmark: _Toc19542391][bookmark: _Toc112418163]4.2.3.5.1	Protecting sessions – logout function
There are no MnF-specific additions to clause 4.2.3.5.1 of TS 33.117 [3].
[bookmark: _Toc44937876][bookmark: _Toc35348394][bookmark: _Toc19542392][bookmark: _Toc112418164]4.2.3.5.2	Protecting sessions – Inactivity timeout
There are no MnF-specific additions to clause 4.2.3.5.2 of TS 33.117 [3].
[bookmark: _Toc19696890][bookmark: _Toc26876884][bookmark: _Toc35529514][bookmark: _Toc35529605][bookmark: _Toc51230275][bookmark: _Toc112418165]4.2.3.6	Logging 
[bookmark: _Toc44937878][bookmark: _Toc35348396][bookmark: _Toc19542394][bookmark: _Toc112418166]4.2.3.6.1	Security event logging
There are no MnF-specific additions to clause 4.2.3.6.1 of TS 33.117 [3].
[bookmark: _Toc44937879][bookmark: _Toc35348397][bookmark: _Toc19542395][bookmark: _Toc112418167]4.2.3.6.2	Log transfer to centralized storage
There are no MnF-specific additions to clause 4.2.3.6.2 of TS 33.117 [3].
[bookmark: _Toc44937880][bookmark: _Toc35348398][bookmark: _Toc19542396][bookmark: _Toc112418168]4.2.3.6.3	Protection of security event log files
There are no MnF-specific additions to clause 4.2.3.6.3 of TS 33.117 [3].
[bookmark: _Toc19696891][bookmark: _Toc26876885][bookmark: _Toc35529515][bookmark: _Toc35529606][bookmark: _Toc51230276][bookmark: _Toc112418169]4.2.4	Operating systems
[bookmark: _Toc112418170][bookmark: _Toc44937882][bookmark: _Toc35348400][bookmark: _Toc19542398]4.2.4.1	General operating system requirements and related test cases
[bookmark: _Toc112418171]4.2.4.1.1	Availability and Integrity
4.2.4.1.1.1	Handling of growing content
There are no MnF-specific additions to clause 4.2.4.1.1.1 of TS 33.117 [3].
4.2.4.1.1.2	Handling of ICMP
TBD.
4.2.4.1.1.3	Handling of IP options and extensions
There are no MnF-specific additions to clause 4.2.4.1.1.3 of TS 33.117 [3].
[bookmark: _Toc112418172]4.2.4.1.2	Authentication and Authorization
4.2.4.1.2.1	Authenticated Privilege Escalation only
There are no MnF-specific additions to clause 4.2.4.1.2.1 of TS 33.117 [3].
[bookmark: _Toc44937885][bookmark: _Toc35348403][bookmark: _Toc19542401][bookmark: _Toc112418173]4.2.4.2 	UNIX® specific requirements and related test cases
[bookmark: _Toc44937886][bookmark: _Toc35348404][bookmark: _Toc19542402][bookmark: _Toc112418174]4.2.4.2.1	General
There are no MnF-specific additions to clause 4.2.4.2.1 of TS 33.117 [3].
[bookmark: _Toc44937887][bookmark: _Toc35348405][bookmark: _Toc19542403][bookmark: _Toc112418175]4.2.4.2.2	System account identification
There are no MnF-specific additions to clause 4.2.4.2.2 of TS 33.117 [3].
[bookmark: _Toc19696892][bookmark: _Toc26876886][bookmark: _Toc35529516][bookmark: _Toc35529607][bookmark: _Toc51230277][bookmark: _Toc112418176]4.2.5	Web servers 
[bookmark: _Toc44937889][bookmark: _Toc35348407][bookmark: _Toc19542405][bookmark: _Toc112418177]4.2.5.1	HTTPS
There are no MnF-specific additions to clause 4.2.5.1 of TS 33.117 [3].
[bookmark: _Toc44937890][bookmark: _Toc35348408][bookmark: _Toc19542406][bookmark: _Toc112418178]4.2.5.2	Logging
There are no MnF-specific additions to clause 4.2.5.2 of TS 33.117 [3].
[bookmark: _Toc19542408][bookmark: _Toc35348410][bookmark: _Toc44937892][bookmark: _Toc112418179][bookmark: _Toc44937893][bookmark: _Toc35348411][bookmark: _Toc19542409]4.2.5.3	HTTP User sessions
For the requirement defined in clause 4.2.5.3 of TS 33.117[3]:
-	 The  requirement “In addition to the Session Idle Timeout (see clause 4.2.3.5.2	Protecting sessions – Inactivity timeout), the Network Product shall automatically terminate sessions after a configurable maximum lifetime This maximum lifetime defines the maximum session span. When the maximum lifetime expires, the session shall be closed, the session ID shall be deleted and the user shall be forced to (re)authenticate in the web application and to establish a new session. The default value for this maximum lifetime shall be set to 8 hours.”may not be applicable to the MnF product. 
.
[bookmark: _Toc112418180]4.2.5.4	HTTP input validation
There are no MnF-specific additions to clause 4.2.5.4 of TS 33.117 [3].
[bookmark: _Toc51230278][bookmark: _Toc35529608][bookmark: _Toc35529517][bookmark: _Toc26876887][bookmark: _Toc19696893][bookmark: _Toc112418181][bookmark: _Toc19696901][bookmark: _Toc26876895][bookmark: _Toc35529525][bookmark: _Toc35529616][bookmark: _Toc51230286]4.2.6	Network devices 
[bookmark: _Toc51230279][bookmark: _Toc35529609][bookmark: _Toc35529518][bookmark: _Toc26876888][bookmark: _Toc19696894][bookmark: _Toc112418182]4.2.6.1	Protection of data and information
There are no MnF-specific additions to clause 4.2.6.2.1 of TS 33.117 [3].
[bookmark: _Toc51230280][bookmark: _Toc35529610][bookmark: _Toc35529519][bookmark: _Toc26876889][bookmark: _Toc19696895][bookmark: _Toc112418183]4.2.6.2	Protecting availability and integrity
[bookmark: _Toc51230281][bookmark: _Toc35529611][bookmark: _Toc35529520][bookmark: _Toc26876890][bookmark: _Toc19696896][bookmark: _Toc112418184]4.2.6.2.1	Packet filtering
There are no MnF-specific additions to clause 4.2.6.2.1 of TS 33.117 [3].
[bookmark: _Toc51230282][bookmark: _Toc35529612][bookmark: _Toc35529521][bookmark: _Toc26876891][bookmark: _Toc19696897][bookmark: _Toc112418185]4.2.6.2.2	Interface robustness requirements
There are no MnF-specific additions to clause 4.2.6.2.2 of TS 33.117 [3].
[bookmark: _Toc51230283][bookmark: _Toc35529613][bookmark: _Toc35529522][bookmark: _Toc26876892][bookmark: _Toc19696898][bookmark: _Toc112418186]4.2.6.2.3	GTP-C Filtering
The requirement and testcase in clause 4.2.6.2.3 of TS 33.117 [3] is not applicable to MnF.
[bookmark: _Toc51230284][bookmark: _Toc35529614][bookmark: _Toc35529523][bookmark: _Toc26876893][bookmark: _Toc19696899][bookmark: _Toc112418187]4.2.6.2.4	GTP-U Filtering
The requirement and testcase in clause 4.2.6.2.4 of TS 33.117 [3] is not applicable to MnF.
[bookmark: _Toc112418188]4.3	MnF-specific adaptations of hardening requirements and related test cases.
[bookmark: _Toc19696902][bookmark: _Toc26876896][bookmark: _Toc35529526][bookmark: _Toc35529617][bookmark: _Toc51230287][bookmark: _Toc112418189]4.3.1	Introduction
The present clause contains MnF-specific adaptations of hardening requirements and related test cases.
[bookmark: _Toc19696903][bookmark: _Toc26876897][bookmark: _Toc35529527][bookmark: _Toc35529618][bookmark: _Toc51230288][bookmark: _Toc112418190]4.3.2	Technical Baseline
[bookmark: _Toc19696904][bookmark: _Toc26876898][bookmark: _Toc35529528][bookmark: _Toc35529619][bookmark: _Toc51230289][bookmark: _Toc112418191]4.3.3	Operating Systems
[bookmark: _Toc19696905][bookmark: _Toc26876899][bookmark: _Toc35529529][bookmark: _Toc35529620][bookmark: _Toc51230290][bookmark: _Toc112418192]4.3.4	Web Servers
[bookmark: _Toc19696906][bookmark: _Toc26876900][bookmark: _Toc35529530][bookmark: _Toc35529621][bookmark: _Toc51230291][bookmark: _Toc112418193]4.3.5	Network Devices
[bookmark: _Toc19696907][bookmark: _Toc26876901][bookmark: _Toc35529531][bookmark: _Toc35529622][bookmark: _Toc51230292][bookmark: _Toc112418194]4.3.6	Network Functions in service-based architecture 
[bookmark: tsgNames][bookmark: _Toc51230293][bookmark: _Toc35529623][bookmark: _Toc35529532][bookmark: _Toc26876902][bookmark: _Toc19696908][bookmark: _Toc112418195]4.4	MnF-specific adaptations of basic vulnerability testing requirements and related test cases
[bookmark: _Toc35348461][bookmark: _Toc44937943][bookmark: _Toc112418196]4.4.1	Introduction
There are no MnF-specific additions to clause 4.4.1 of TS 33.117 [3].
[bookmark: _Toc35348462][bookmark: _Toc44937944][bookmark: _Toc112418197]4.4.2	Port Scanning
There are no MnF-specific additions to clause 4.4.2 of TS 33.117 [3].
[bookmark: _Toc35348463][bookmark: _Toc44937945][bookmark: _Toc112418198]4.4.3	Vulnerability scanning
There are no MnF-specific additions to clause 4.4.3 of TS 33.117 [3].
[bookmark: _Toc35348464][bookmark: _Toc44937946][bookmark: _Toc112418199]4.4.4	Robustness and fuzz testing 
There are no MnF-specific additions to clause 4.4.4 of TS 33.117 [3].
[bookmark: _Toc112418200]
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