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1
Decision/action requested

This discussion paper discusses multiple registrations in different PLMN’s and different access types.
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3
Rationale

3.1 Introduction
Multiple registrations over 3GPP access and non-3GPP access in different PLMN’s were defined by SA2 already in Rel-15 in TS 23.501.

This contribution discuss the scenario on multiple registrations in different PLMN’s when the UE is registered over a first access e.g. 3GPP access in a first PLMN and over a second access e.g. non-3GPP access in a second PLMN. 
3.2 SA3 specification in TS 33.501

In TS 33.501, there is the following requirements in clasue 6.3.2.1 since Rel-15:
++++++ extract from clause 6.3.2.1 in TS 33.501
“The UE shall independently maintain and use two different 5G security contexts, one per PLMN's serving network. Each security context shall be established separately via a successful primary authentication procedure with the Home PLMN.

The ME shall store the two different 5G security contexts on the USIM if the USIM supports the 5G parameters storage. If the USIM does not support the 5G parameters storage, then the ME shall store the two different 5G security contexts in the ME non-volatile memory. Both of the two different 5G security contexts are current 5G security context.”
++++++
In a first scenario: If the UE is registered at both 3GPP access and non-3GPP access in source AMF/PLMN1, and the UE registers in target AMF/PLMN2 over 3GPP access. The context transferred from source AMF to target AMF only includes the UE context related to 3GPP access based. If the UE context for both 3GPP access and non-3GPP access is transferred from source AMF in PLMN1 to target AMF in, then the N1 connection and any potential N2 connection for non-3GPP would be dropped/released between source AMF in PLMN1 and UE since the target AMF in PLMN2 can’t establish connection with non-3GPP access in PLMN1. In addition, if any PDU sessions has been established between the source AMF in PLMN1 and the UE over non-3GPP access, then these PDU sessions are lost. This shall not happen.
In a second scenario: If the UE is registered at non-3GPP access in source AMF/PLMN1, and the UE registers in target AMF/PLMN2 over 3GPP access. Then the source AMF/PLMN1 would only keep a UE context related to non-3GPP access. It would not keep a UE context related to 3GPP access.
We have the following observations:

Observation 1: In the second scenario, our view is that UE shall use SUCI over the second access in a second PLMN since it’s a totally new registration on different PLMN/Access type and has nothing to do with the other PLMN/Access type as the security handling principle specified by SA3 33.501 clause 6.3.2.1.

UE providing 5G-GUTI from another PLMN/Access is not correct if we follow the SA3 security context principle specified by SA3 33.501 clause 6.3.2.1. But it’s probably not clearly specified in other specifications currently and some UE’s may be implemented like this. So we need to accept such implementations. The question is how to fix it at the network side without breaking the security handling principle.
Observation 2: If the UE anyway would attempt to re-use the 5G-GUTI over the second access in a second PLMN, which the UE received over the first access in a first PLMN, then the source AMF in the first PLMN can either verify the access type/PLMN provided by the new AMF and provide corresponding applicable UE context or indicate no UE context to the target AMF in the second PLMN as proposed in S3-221907 [4]. In the latter case the source AMF in the first PLMN should not transfer the 5G NAS security context for the first access type in the first PLMN to the target AMF in the second PLMN if UE access a second access type (different to first access type) in the second PLMN. This is already specified in current CT4 specification TS 29.518 (see discussion further below). The target AMF should in this case initiate a new primary authentication with the UE. This is described below in figure 3.2-1.
It could be clarified even further in TS 33.501 that the MM/Security context of another PLMN/access shall not be transferred to a second PLMN/second access, then it is up to CT4 to decide if any further clarification is needed in TS 29.518. 
Our view is that nothing may be needed to be clarified in CT4 or even SA3. The SA3 CR in S3-221907 [4] can be interpreted as alignment with stage 3 (or make an error from UE side and the handling at the network side visible without breaking the security principle and no actual impact on stage 3).
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Figure 3.2-1: Mobility in different PLMN and different access type

3.4 CT4 specification in TS 29.518

The following extract further below is copied from 3GPP TS 29.518 V17.5.0.

In clause 5.2.2.2 in TS 29.518, its rather clear already how the SM context shall be handled by the old AMF in this scenario, i.e., old AMF shall not transfer PDU session of the other access to new AMF if the N2 connection setup is not possible due to PLMN change.  It also implicitly says other UE context shall not be transferred to the new AMF in this use case i.e. the MM/NAS security context of another PLMN/access shall not be transferred to a different PLMN/access.
+++++++ 3GPP TS 29.518 V17.5.0
5.2.2.2            UE Context Operations
5.2.2.2.1              UEContextTransfer

5.2.2.2.1.1                  General

The UEContextTransfer service operation is used during the following procedure:

-     General Registration procedure (see 3GPP TS 23.502 [3], clause 4.2.2.2.2)

-     Registration with Onboarding SNPN (see 3GPP TS 23.502 [3], clause 4.2.2.2.4)

The UEContextTransfer service operation is invoked by a NF Service Consumer, e.g. a target AMF, towards the AMF (acting as source AMF), when the target AMF receives a Registration Request with the UE's 5G-GUTI included and the serving AMF has changed since last registration, to retrieve the UE Context, e.g. the UE's SUPI and MM Context, in the source AMF.

The NF Service Consumer (e.g. the target AMF) shall retrieve the UE Context by invoking the "transfer" custom method on the URI of an "Individual ueContext" resource identified by UE's 5G-GUTI, see clause 6.1.3.2.4. See also Figure 5.2.2.2.1.1-1.
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Figure 5.2.2.2.1.1-1 UE Context Transfer

1.   The NF Service Consumer, e.g. target AMF, shall send a HTTP POST request to invoke "transfer" custom method on an "Individual ueContext" resource URI. The payload of the request shall be an object of "UeContextTranferReqData" data type.

      If UE Context Transfer is triggered by UE initial registration or mobility registration, the NF Service Consumer, e.g. target AMF, shall set the reason attribute to "INIT_REG" or "MOBI_REG" and include the integrity protected registration request message which triggers the UE context transfer in the payload.

2a. On success:

-     if the reason attribute is "INIT_REG" and integrity check is successful, the (source) AMF shall respond with the status code "200 OK". The payload of the response shall be an object of "UeContextTransferRspData" data type, containing:

case a) the representation of the requested UE Context as follows:

-     without PDU Session Contexts associated to the access type indicated in the request by the NF Service Consumer (e.g. target AMF); and

-     with PDU Session Contexts associated to the other access type, if the UE is registered for the other access type in the (source) AMF, unless the source AMF determines based on the PLMN ID of the (target) AMF that there is no possibility for relocating the N2 interface for non-3GPP access to the (target) AMF;
or

case b) the representation of the requested UE Context only containing the "supi" attribute, if the UE is registered in a different access type in the (source) AMF and the source AMF determines based on the PLMN ID of the (target) AMF that there is no possibility for relocating the N2 interface to the (target) AMF.
-     If the reason attribute is "MOBI_REG" and integrity check is successful, the (source) AMF shall respond with the status code "200 OK". The payload of the response shall be an object of "UeContextTransferRspData" data type, containing:

a)   the representation of the complete UE Context including available MM and PDU Session Contexts; or

b)   the representation of the requested UE Context including the available MM and PDU Session Contexts for the 3GPP access type, if the UE is registered for both 3GPP and non-3GPP accesses in the (source) AMF and the source AMF determines based on the PLMN ID of the (target) AMF that there is no possibility for relocating the N2 interface for non-3GPP access to the (target) AMF.
NOTE:       The source AMF can determine that it is not possible to relocate the N2 interface to the target AMF when both AMFs pertain to different PLMNs.
      The UE context shall contain trace control and configuration parameters, if signalling based trace has been activated (see 3GPP TS 32.422 [30]). 



+++++++
3.5 Other proposals from other companies in previous SA3 meetings
Our understanding of the latest SA3 discussion is that there is alternative proposal that wants the new AMF to realize that the context from old AMF side is not applicable and fail the UE context transfer procedure (e.g. new AMF will indicate to the old AMF via the Namf_Comm_RegistrationStatusUpdate).

But in our understanding this would put new requirements on the new AMF to support such behaviour. The rejection from new AMF to old AMF is not new, but the rejection due to old AMF sends irrelevant UE context for PLMN/Access to the new AMF would be a new behavior in the new AMF. 
Our reading of the stage 3 existing text in TS 29.518 indicates that the old AMF shall not send irrelevant UE context for different PLMN/access to the new AMF. If we say now that old AMF shall provide such even if it’s different PLMN/Access, then it means a change on old AMF would be required as well.

So this alternative proposal requires changes on both old and new AMF which is unnecessary.
4
Detailed proposal

Proposal: Our proposal is to clarify TS 33.501 in order to align with current CT4 specification in TS 29.518 that during Registration procedure in CM-IDLE mode, if the source AMF receives and detects that the UE is performing registration request towards the target AMF on different access type with a new PLMN  from the access type and PLMN at the source AMF and the new PLMN is not considered as equivalent PLMN, then the old AMF should indicate to the target AMF that UE context does not exist if there is no UE context related to the access type or PLMN indicated by the target AMF. The Rel-17 CR in S3-221907 [4] attempts to align with stage 3 in CT4 specification in TS 29.518. 
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