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1	Overall description
SA3 would like to thank SA6 for their LS on CAPIF authorization roles related to FS_SNAAPP.
SA3 has just started studying in TR 33.884  security aspects of the SA6 study on enhancements to the existing CAPIF functional model so that the CAPIF can support the subscriber-aware northbound API access (SNA). 
Since it is mentioned in the description on SA6's LS, SA3 would like to ask whether for the current release of the standard resource owner+ in the scenarios considered by SA6 is always the user .  
SA3 would like to provide the following preliminary feedback to SA6 questions. :
1.	SA6 would like to receive feedback on the solutions in the TR that are identified with SA3 dependency.
Answer: SA3 will study the solutions for which  SA6 has identified an SA3 dependency. 
2.	Clause 6.2 of TR 23.700-95 contains potential functional models for SNAAPP. SA6 would like SA3 to assess the functional models and provide feedback on their viability. Especially, SA6 would like SA3 to provide feedback on the following points:
i.	For cases where the API provider is within the PLMN trust domain, whether the authorization function in Figure 6.2.1.2.1-1 should be located inside the CAPIF core function, outside the CAPIF core function (i.e., within the API provider domain), or both options are acceptable.
Answer: SA3 will study possible architectures and will provide feedback as the study progresses.
ii.	For cases where the 3rd party API provider is outside the PLMN trust domain, whether the authorization function can be located in CAPIF core function of PLMN trust domain or in the 3rd party trust domain to address the authorization related to resource owners belonging to 3rd party API provider.
Answer: This will depend on whether the 3rd party API provider trusts the PLMN to correctly perform authorization. SA3 considers scenarios in which this is not the case as out of scope for 3GPP.
3.	Currently, in TS 33.501 Annex V, the user consent data are stored in the UDM/UDR as subscription data (an in-advance consent). SA6 would like to get SA3’s view for the option to retrieve authorization from subscriber upon the API invocation, as described in Solution #3.
	Answer: SA3 will study how to realize near real-time authorization.SA3 will study API authorization (based on consent from resource owner) and relationship to existing user consent mechanism taking into account near real time requirements.
4. Currently, in Solution #3, the assumption is that the API provider decides which APIs require authorization from subscribers. SA6 would like clarifications on whether SA3 considers in scope of their study options for the resource owner to also provide such configuration (e.g. request authorization triggering even if not required by API provider).
	Answer: SA3 considers in scope of their study the security of options for the resource owner to providinge such policiesconfiguration, if such a functionality is required.
2	Actions
To SA6
ACTION: 	SA3 kindly requests SA6 to take the above into consideration and to provide feedback on the above question:
	- Is the resource owner the user in all scenarios considered by SA6?	Comment by DCM1: The answer given in the informal joint call was yes.

3	Dates of next TSG SA WG 3 meetings
SA3#108e-Bis	10-14 October 2022	Online
SA3#109e	14 - 18 November 2022	Canada (TBC)

