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1
Decision/action requested

It is proposed to approve the pCR below
2
References

[1]
3GPP TR 33.884 v0.1.0 Study on security of application enablement aspects for subscriber-aware northbound API access
3
Rationale

The SA1 requirement calls for authentication of the UE triggering the AF to make a call to an exposed SNAAP API. For this, it is proposed to make use of an "act" claim as specified in RFC8693.
4
Detailed proposal

It is proposed to approve the following pCR.

++++++++++++++++++++++++++++++++ Start of Changes ++++++++++++++++++++++++++++

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.261: "Service requirements for the 5G system".

[zz]
IETF RFC 8693: "OAuth 2.0 Token Exchange"



+++++++++++++++++++++++++++++++++ Next Change ++++++++++++++++++++++++++++++

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].



AZF
authorization function
+++++++++++++++++++++++++++++++++ Next Change ++++++++++++++++++++++++++++++

6.Y
Solution #Y: Authenticating an UE triggering an API call
6.Y.1
Introduction 
In case a third party service, an AF, is triggered by a UE to access an API, the API should be able to authenticate the UE that is triggering the AF to access the API (cf. KI#ZZ). This can be solved by including an "act" claim in the access token.
6.Y.2
Solution details
RFC 8693 [zz] explains the concept of delegation semantics, in which an "act" claim is included in an access token to identify the actor on whose behalf the API is invoked. The proposal in this solution is to mandate the AZF to include the "act" claim.
In the access token, the AZF shall include an "act" claim. The "act" claim shall contain information about the UE triggering the AF to call an exposed API. 
The AF shall retrieve a different access token for every UE that can trigger the AF to call an exposed API. Each of these access tokens shall include an "act" claim.
6.Y.3
Evaluation

Using the act claim in the access token, the API exposing function can be aware of which UE originally triggered the API. 
Editor's Note: further evaluation is FFS
++++++++++++++++++++++++++++++++++ End of Changes +++++++++++++++++++++++++++++++++

