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1
Decision/action requested

It is proposed to approve the pCR below
2
References

[1]
3GPP TR 33.884 v0.1.0 Study on security of application enablement aspects for subscriber-aware northbound API access
3
Rationale

This KI adds the description and security requirements for AF triggered API calls

4
Detailed proposal

It is proposed to approve the pCR below.
++++++++++++++++++++ 1st change ++++++++++++++++++++++

5.X
Key Issue #X: Authentication and authorization of AF in AF originated API invocation

5.X.1
Key issue details

One of the objectives of the study on SNAAPP security is to address the security aspects of AF originated API invocation. Corresponding stage 1 requirement, in TS 22.261 [2] clause 6.10.2, states “provide a third-party with secure access to APIs (e.g. triggered by an application that is visible to the 5G system), by authenticating and authorizing both the third-party and the UE using the third-party's service.”. 
Thus the AF needs to be authenticated and authorized towards the API exposing function when the AF invokes the service API.
There are two possible cases of this invocation:
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Figure 5.X.1-1: UE triggered API invocation
The first case is depicted in Figure 5.X.1-1: An AF is acting on behalf of the resource owner, who triggered the AF. This trigger may be some time in the past already.
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Figure 5.X.1-2: UE triggered API invocation

The second case is depicted in Figure 5.X.1-2: AF is triggered by a party different from the resource owner. In this case the AF is acting on behalf of a fourth party, 
5.X.2
Threats

If the API invoker AF is not authenticated and authorized, then unauthorized entities can impersonate authorized entities to learn sensitive data about the target UE from the 3GPP network or to affect service experience of the target UE negatively.

In those cases, in which a fourth party triggers the AF to invoke an API, an unauthorized fourth party could learn sensitive data about the target UE from the 3GPP network or to affect service experience of the target UE negatively.  
If the communication is not secured, then sensitive information leakage to unauthorized entities can be possible or the data in transfer can be altered so that the target UE is negatively affected. 

5.X.3
Potential security requirements

The API invoker AF shall be authenticated and authorized towards the API exposing function.

As per requirement in 22.261, in case the resource owner's UE triggers the AF to invoke an API, the UE shall be authenticated to the API exposing function.

In case of a fourth party triggering API invocation, the fourth party shall be authorized by the resource owner to trigger the API invocation.
The communication shall be protected against confidentiality, integrity and replay attacks.
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