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1
Decision/action requested

It is requested to approve the update to KI #1 of 3GPP TR 33.886 v0.1.0.
2
References

[1]
3GPP TR 23.700-41 "Study on enhancement of network slicing; Phase 3"
[2]
3GPP TS 23.122 "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode"
3
Rationale

In 3GPP TR 23.700-41 [1], solutions #6, #7, #16, #17, #18, #19, #20 are related to key issue #2 "Support of providing VPLMN network slice information to a roaming UE ". 

To help home network to provide information about slice availability per VPLMN to UE, solutions #6, #17, #18 and #20 require UE to securely indicate information (e.g. UE UPU/SoR capabilities, capability to handle Slice-Aware SoR information, UE location, Requested NSSAI) to home network via visited netwrok.  

Moreover, in solution #7, it is stated that "Option 2:
The UE is capable and configured to receive Slice-Aware SoR information. The UE indicates in the Registration Request that the UE shall receive Slice-aware SoR information, e.g., including VPLMN, location (e.g., geographical coordinates or specific TA) and S-NSSAI combination. ".   This indicates UE may also needs to securely indicate its capability to home network via visisted network.

However, visisted network may altered or removed the information that is transferred between UE and home network. ". Specfically, Iin 3GPP TS 23.122 [2], it is stated that " If the UE detects that the VPLMN altered or removed the steering of roaming information then the UE shall consider the current VPLMN as the lowest priority PLMN and perform PLMN selection as defined in this annex.” 
Therefore, KI #1 should be updated to progress the study for the above issue. 
More details on requirement about securely sending information to home work via untrusted visited network are given as follows.

In solution #6, it is stated that "While roaming, the UE includes a new transparent container in a 5GC Registration Request, when UE performs Initial Registration or when the UE wants HPLMN to be aware of UE changes e.g. UE capability changes or UE requests new network slices. This new container is an indication that the UE wants the UDM to provide the UE with information relevant to Subscribed/Requested NSSAIs in the current VPLMN as well as other VPLMNs where the UE is currently located. The container includes the requested information and includes UE information that is pertinent to the request. The UE may send a protected container (transparent for AMF i.e. container is protected with home network security information) that includes info relevant for UDM e.g. UE capabilities, UE location, Requested NSSAI, etc.

NOTE:
Security aspects on how to protect the UE capabilities provided by the UE are to be discussed in SA WG3. "
In solution #6, it is also stated that "NOTE:
Security aspects of the protection of the UPU transparent container are to be discussed in SA WG3 ... 5.
The UE returns its capabilities within an UPU ACK transparent container in an NAS UL TRANSPORT message to the AMF. "
In solution #17, it is stated that "This solution addresses key issue #2: Support of providing VPLMN network slice information to a roaming UE. This solution proposes a solution that can control in which condition the UE can trigger VPLMN selection by providing operator controlled policy. This solution is not a stand-alone solution and expected to be used together with other solutions such as solution #6. "
In solution #18, it is stated that "Upon reception of the Registration accept message, the UE sends Registration complete message. The registration complete message contains secured assistance information e.g. rejected NSSAI and allowed NSSAI which is passed transparently to the UDM via AMF. The UE may also send secured assistance information in the UL NAS TRANSPORT message e.g. Registration complete message is not required to send. "
In solution #20, it is stated that "It is proposed that the UDM should generate the SoR information based on the expected S-NSSAIs (i.e. the S-NSSAIs the UE expects to include in the Request NSSAI in the next Registration) if SoR-AF is collocated with the UDM. The expected S-NSSAIs are the S-NSSAIs in the Subscribed S-NSSAIs, thus UDM could understand the meaning of the expected S-NSSAIs. The UE may send the expected S-NSSAIs in a container. The AMF should transfer the container to the UDM and shall not change the context of the container, i.e. the AMF shall transfer the expected S-NSSAIs transparently. The UDM will generate SoR based on the expected S-NSSAI. If there is no expected S-NSSAIs (e.g. for legacy UEs), the UDM could generate SoR based on the Subscribed S-NSSAI. In particular, the PLMNs supporting more Expected/Subscribed S-NSSAIs will have higher priority. The UDM should get the mapping between corresponding PLMNs and supporting S-NSSAIs based on configuration or from NSSF. "
4
Detailed proposal
*************** Start of 1st Change ****************

Key Issue #1: providing VPLMN slice information to roaming UE
4.1.1
Key issue details

The following requirement for a 5G network is specified in TS 22.261[2] in order to support a roaming UE activating network slice services

For a roaming UE activating a service/application requiring a network slice not offered by the serving network but available in the area from other network(s), the HPLMN shall be able to provide the UE with prioritization information of the VPLMNs with which the UE may register for the network slice

A related key issue is also being studied in TR 23.700-41 [3] for possible procedure changes to automatic PLMN selection for a roaming UE requiring a network slice not offered by the serving network but available in the area from other network(s). It is expected that the corresponding security procedure will be affected (e.g. Steering of Roaming in TS33.501 [4]) in order to support the HPLMN to provide a roaming UE the VPLMN slice information. 

In this key issue, the following aspects will be studied: 
-
Would security procedures be impacted? If so which security procedures are impacted in support of HPLMN proving a roaming UE with information about prioritization information of the VPLMNs with which the UE may register for the network slice? 

- 
How to secure the procedures impacted. 
- 
How the UE can securely send UE information (e.g. UE UPU/SoR capabilities, capability to handle Slice-Aware SoR information, UE location, Requested NSSAI) to the home network via the visited network.
4.1.2
Security threats
The misbehaving AMF in the visisted network may remove, modify or sniffer sensitive UE information sent from the UE to home network.
4.1.3
Potential security requirements

5G system shall provide a means to securely transfer UE information (e.g. UE capabilities, UE location, Requested NSSAI) to the home network via the visisted network.
*************** End of 1st Change ****************

