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1
Decision/action requested

This contribution proposes to add a new solution in the FS_UC3S_Ph2 study TR 33.896
2
References

[1]
3GPP TR 33.896 v0.1.0: "Study of Security Aspects on User Consent for 3GPP Services Phase 2"
[2]
3GPP TR 23.700-81 v0.3.0: "Study of Enablers for Network Automation for 5G System (5GS); Phase 3"
3
Rationale
Key issue #1 in TR 33.896 [1] addresses the user consent for roaming case in eNA. As per TR 23.700-81 [2], the data and analytics may be exchanged between the VPLMN and HPLMN once obtaining the user consent.  Considering that UE may update their user consent, the Consumer NF needs the ability to be aware of modifications and revocations of user consent timely, which can be achieved by the subscription notification. To notify the Consumer NF, the enforcement point (i.e. H-NWDAF or H-NEF) subscribes to the user consent modification or revocation as a service at UDM and sends the notification message to the Consumer NF. After receiving the notification message, the Consumer NF deletes the data or stops the data processing for which prior user consent was given.

Therefore, this pCR proposes a solution to address Key issue #1 User consent for roaming case in eNA in TR 33.896 [1] for FS_UC3S_Ph2.
4
Detailed proposal

6.Y
Solution #Y: Modification or Revocation of User Consent for eNA in the Roaming case
6.Y.1
Introduction

The solution addresses Key Issue #1: User consent for roaming case in eNA. It aims to meet one of the potential requirements in Key issue #1 on modification or revocation of user consent for the roaming scenario in eNA.
As per TR 23.700-81 [2], the data and analytics may be exchanged between the VPLMN and HPLMN once obtaining the user consent.  Considering that UE may update their user consent, the Consumer NF needs the ability to be aware of modifications and revocations of user consent timely, which can be achieved by the subscription notification. To notify the Consumer NF, the enforcement point (i.e. H-NWDAF or H-NEF) subscribes to the user consent modification or revocation as a service at UDM and sends the notification message to the Consumer NF. After receiving the notification message, the Consumer NF deletes the data or stops the data processing for the UE whose prior user consent was given.
6.Y.2
Solution details
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It is assumed that the enforcement NF (e.g. including NWDAF/NEF in the HPLMN) subscribes to the user consent modification or revocation as a service at UDM, reusing the subscription notification procedure, e.g. Nudm_SDM_notification service.

0.
The UDM updates the subscription information of the UE which aims to modify or revoke the user consent due to the request from UE. The UE can request to alter its specific user consent, i.e. alter its consent to expose collected data/analytics result in the visited network/home network to the HPLMN/VPLMN.

1.
The UDM sends out the Nudm_SDM_Notify message which may include UE ID, processor ID, purpose of processing, user consent result to the H-NWDAF/H-NEF. UE ID is relevant to the subscriber ID, e.g. SUPI, GPSI; Processor ID refers to a data processor who processes data for the UE, can be VPLMN ID, AF ID; Purpose of processing is linked to the revoked services. User consent result refers to the consent for data processor to process the data according to purpose of data processing, i.e. allowed/not allowed.

2.
If the H-NEF acts as the enforcement NF, the H-NEF sends user consent modification/revocation notification message to the Consumer NF. If the H-NWDAF acts as the enforcement NF, the H-NWDAF deletes the data and stops processing the data subject to the consent. In addition, the H-NWDAF needs to send user consent modification/revocation notification message to the Consumer NF. If the Consumer NF is located in the VPLMN, the H-NEF or H-NWDAF sends the notification message via the SEPP.

Once receiving the user consent revocation notification message, the Consumer NF in VPLMN deletes the data and stops processing the data subject to the consent.

6.Y.3
Evaluation
TBD
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