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1
Decision/action requested

This contribution proposes to add a new solution in the FS_NG_RTC_SEC study TR 33.890
2
References

[1]
3GPP TR 33.890 v0.1.0: "Study on security support for Next Generation Real Time Communication services"
[2]
3GPP TR 23.700-87 v0.3.1: "Study on system architecture enhancement for next generation real time communication; Phase 2"
3
Rationale
Key issue #1 in TR 33.890 [1] addresses the security of third party specific user identities. As per TR 23.700-87 [2], the third party subscribers can initiate or terminate an IMS call using their third party specific user identities. 
Before initiating an IMS call, the S-CSCF of UE1 needs to interact with the Third Party AAA Server to check the authorization of third party subscribers. The Third Party AAA Server can determine whether the UE1 can initiate an IMS call and determine whether the UE1 is authorized to initiate an IMS call with UE2 who may belong to another Third Party.
By reusing the existing procedure, the enhanced IMS network can check the authorization of the third party subscriber and prevent unauthorized UE from arbitrarily consuming the services. Therefore, this pCR proposes a Third Party AAA server based solution to address Key issue #1 Third party specific user identities in TR 33.890 [1] for FS_NG_RTC_SEC.
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
*************** Start of the 2nd Change ****************

6.Y
Solution #Y: AAA Server based Authorization for Third Party Specific User Identities
6.Y.1
Introduction

The solution addresses Key Issue #1: Third party specific user identities. It aims to meet one of the potential requirements in Key issue #1 on authorization for third party specific user identity.

As per TR 23.700-87 [2], the third party subscribers can initiate or terminate an IMS call using their third party specific user identities. Before initiating an IMS call, the S-CSCF of UE1 needs to interact with the Third Party AAA Server to check the authorization of third party subscribers. The Third Party AAA Server can determine whether the UE1 can initiate an IMS call and determine whether the UE1 is authorized to initiate an IMS call with UE2 who may belong to another Third Party.
By reusing the existing procedure, the enhanced IMS network can check the authorization of the third party subscriber and prevent unauthorized UE from arbitrarily consuming the services.

6.Y.2
Solution details
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Before initiating or terminating an IMS call, the UE has obtained its third party specific user identities and has implicitly registered or independently registered to the IMS network as defined in clause 5.2.1a of TS 23.228 [x]. The Third Party specific user identities can be provided by the Third Party AAA server. 

1.
UE1 initiate an IMS session by sending an INVITE request.

2.
Once receiving this INVITE request, the S-CSCF of UE1 firstly check the timestamp to prevent the relay attack. If the timestamp is fresh, the S-CSCF of UE1 then checks whether UE1 is authorized to initiate an IMS session. 
The Third Party AAA server checks the UE1's authorization information, also determines whether the call initiated by UE1 is within a time frame in which it can initiate a call. In addition, the Third Party AAA Server checks whether UE1 is authorized to initiate an IMS call with UE2 who may belongs to another Third Party. The Third Party AAA Server then responds the authorization result to the S-CSCF of UE1.

Note X:
The Third Party network can be connected to the IMS network via 5G network function, i.e. NEF can forward the message between the Third Party AAA server and the S-CSCF.

3. The S-CSCF of UE1 invokes the STI-AS and forwards the INVITE request.

4.
The STI-AS signs the INVITE request and sends back the INVITE request to the S-CSCF of UE1.

5.
The S-CSCF forwards the INVITE request to the S-CSCF of UE2.

6.
The S-CSCF of UE2 invokes the STI-VS based on the presence of Identity header and forwards the INVITE request.

7.
The STI-VS verifies the Identity header and provides the validity status along with the INVITE to the S-CSCF of UE2.

8.
The S-CSCF of UE2 sends the INVITE request towards UE2 based on the successful validation result. The S-CSCF of UE2 may reject the call for the unsuccessful result received from STI-VS.

9.
Successful call is set up between UE1 & UE2.

6.Y.3
Evaluation
TBD
*************** End of the Change ****************
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