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1
Decision/action requested

SA3 is kindly asked to approve the proposed new key issue to be added in TR 33.893.
2
References

[1]
TR 23.700-86
Study on Architecture Enhancement to support Ranging based services and sidelink positioning
[2]
TR 33.893
Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

Based on the currently versions of TR 23.700-86 [1] and TR 33.893 [2], this pCR proposes a new key issue on security protection for Ranging/SL Positioning control operations over SR5 reference point between the UEs.
4
Detailed proposal

*************** Start of the Change ****************

5
Key issues


5.X
Key issue #X: Protection of direct communication over SR5
5.X.1
Key issue details 

In solutions #4, #14, #19, and #26 of TR 23.700-86 [2], the control signalling of Ranging/Sidelink Positioning over SR5 using e.g. RSPP (Ranging/Sidelink Positioning Protocol) is established over PC5 unicast link. Based on the assumption in TR 23.700-86 [2], all Ranging/SL positioning capable UEs are ProSe or V2X capable. Therefore, the security protection of direct communication over SR5 can rely on the existing security protection of PC5 direct communication as specified in TS 33.503 [6] and TS 33.536 [5]. 
In addition, whereas some solutions in TR 23.700-86 [2] use PC5-S, other solutions propose to use PC5-U, and hence some control messages, e.g. the messages generated by SPRF or GSSF, may be sent as data traffic over the PC5 link according to TR 23.700-86 [2]. Then whether or not the user plane security of PC5 link can provide the required protection for control messages over SR5 also needs to be analysed.

5.X.2
Security threats

As it is assumed that all Ranging/SL positioning capable UEs are ProSe or V2X capable, it is possible that the control signalling for Ranging/SL positioning could be carried over PC5 link established in the same way for a 5G ProSe/V2X service. If user plane of PC5 link is used to carry control signalling for Ranging/Sidelink positioning, the security of PC5 user plane will be activated in the same way as for 5G ProSe/V2X service by following the security policies configured for the 5G ProSe/V2X service. 
If, for example, the integrity protection of PC5 user plane is not activated based on security policies, the integrity protection requirement mandated for control signalling cannot be met. 
If, for example, the confidentiality protection of PC5 user plane is not activated based on security policies, the confidentiality protection needed for control signalling cannot be met.
5.X.3
Potential security requirements 
The 5G system shall support a means to ensure that control signalling of Ranging/SL Positioning services over SR5 reference point is always integrity protected.
The 5G system shall support a means to support confidentiality protection for control signalling of Ranging/SL Positioning services over SR5 reference point.
*************** End of the Change ****************
