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1
Decision/action requested

It proposes to add overview description in Clause 4 Generic Virtulized Network Product(GVNP) class for type 3.
2
References

 [1]
3GPP TR 33.926 Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes

[2]
3GPP TR 33.936: "Security Assurance Methodology (SECAM) for 3GPP virtualized network products".

3
Rationale

It introduces overview description in Clause 4 Generic Virtulized Network Product (GVNP) class. The description is similar as overview description made for Generic Network Product (GNP) class in TR33.926[1], and introduces the difference for GVNP.

4
Detailed proposal

==============Start of Change================

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.926 Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes 

[x]
3GPP TR 33.936: "Security Assurance Methodology (SECAM) for 3GPP virtualized network products".

==============Next of Change=================

4
Generic Virtualized Network Product (GVNP) class description

Editor’s Note:  The structure of sub-clause follows the structure of TR33.926
4.1
Overview

A 3GPP generic virtualized network product class defines a set of functions that are implemented on that product, which includes, but not limited to minimum set of common 3GPP functions for that product covered in 3GPP specifications, other functions and softwares not covered by 3GPP specifications, as well as interfaces to access that product.  A generic type 3 of virtualized network product may also include hardware, software, and OS components that the product is implemented on. The current document describes the threats and the critical assets in the course of developing 3GPP security assurance specifications for a particular network product class.

Applicability of the GVNP security assurance specification to products: Assume a telecom equipment vendor wants to sell a product to an operator, and the latter is interested in following the Security Assurance Methodology as described in TR 33.936[x], then, before evaluation according to TR 33.936[x] in a testing laboratory can start, it first needs to be determined which security assurance specifications written by 3GPP apply to the given product. 

Different with 3GPP GNP defined in TR33.926[2], based on different implementation, 3GPP VNP will be categorized as 3 types. As a result, a type 3 of 3GPP Virtualized Network Product may be composed with hardware (e.g. chip, processors, RAM, network cards), software (e.g. operating system, drivers, applications, services, protocols), and interfaces (e.g. console interfaces and O&M interfaces) that allow the 3GPP network product to be managed and configured locally and/or remotely, or be coupled with such hardware and/or software.  A GVNP is a 3GPP network product.

GVNP Security Assurance Specification (GVNP SCAS): The GVNP SCAS provides descriptions of the security requirements (which are including test cases) pertaining to type 3 of generic virtualized network product class.

Need for a GVNP network product model: This minimum set of functions listed in clause 4.2 is exclusively meant as a membership criterion for the GVNP Class. It is not meant to restrict the functionality of a GVNP, nor the scope of the present document in any way. On the contrary, it is clear that GVNPs will contain many more functions than those from the minimum set listed in clause 4.2, and the GVNP will contain requirements relating to functions not contained in this minimum set. Some of these functions, beyond the minimum set, can be found from various 3GPP specifications, but by far not all these functions. This implies that there is a need to describe the functions that cannot be found from 3GPP specifications in some other way before the GVNP can be written so that the GVNPs can make reference to this description. This description is the GVNP model, cf. clause 4.3. 
EXAMPLE 1: 
3GPP specifications do not describe a local management interface, but GVNPs will have to take it into account, so a local management interface needs to be part of a GVNP model.

EXAMPLE 2: 
A GVNP sometimes says e.g.: "Authentication events on the local management interface shall be logged." This implies the presence of a logging function. The logging function is not part of the defining minimum set of functions from clause 4.2. If a product implements this minimum set, but no logging function, then this just means that the product is a GVNP, but will fail the evaluation against the GVNP SCAS. 

The GVNP models are further used in clauses 5 and 6 in various ways, e.g. the critical assets can point to parts of the GVNP model, threats and requirements can refer to interfaces shown in the GVNP model, etc.
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