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1
Decision/action requested

This contribution proposes a new KI on the privacy protection for unicast messages over PC5
2
References

[1]
3GPP TR 33.891 Study on Security of Phase 2 for UAS, UAV and UAM.


3
Rationale

This contribution contains a proposal of a key issue on the privacy protection for unicast messages over PC5 in TR 33.891.

Solutions in TR 23.700-58 [2] propose to use unicast communication between entities e.g., UAVs over PC5 for DAA. The privacy attack may be expoited to the unicast traffic being carried over PC5 and hence the privacy protection should be studied to mitigate the tracibility and linkability attack during unicast communications. 
4
Detailed proposal

*****Start of 1st Change*****
5.X
Privacy protection for unicast messages over PC5

5.x.1
Key issue details

KI#3 in TR 23.700-58 [2] addresses the support of DAA, and solutions such as #5 and#7 propose the unicast between entities over PC5 for DAA, this may introduce privacy issues for unicast messages related to long duration unicast session, e.g. source L2 ID tracking. If the same L2 ID is used by a UE for a certain period of time, it is possible that other UEs and/or attackers can track and identify the source of the message based on the PC5 parameters sent as part of the PC5 transmissions. 
5.x.2
Security threats

An adversary that is capable of connecting and linking L2 identities to a real or a long-term Application Layer ID will be able to track and trace the endpoint in space and time. Such trackability and linkability will be an attack on U2X endpoint privacy. 
5.x.3
Potential security requirements

The 5G System shall provide means for mitigating trackability attacks on L2 identities during U2X unicast communications.

The 5G System shall provide means for mitigating linkability attacks on L2 identities during U2X unicast communications.

*****End of Change*****
