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1
Decision/action requested

This contribution is accepted by the group.
2
References

NA
3
Rationale

The following threat is accepted in living CR, so the corresponding requirement and test case is added.

” Over-Privileged Data Processes 
· Threat name: Over-Privileged Data Process
· Threat Category: Tampering of Data, Elevation of privilege

· Threat Description: If the MnF product does not evaluate the user privilege for access to data or can allow an attacker to obtain elevated priviledges, an attacker may operate the data with low privilege, this kind of mis-operation not only impacts on the MnF itself, but also the NFs that the MnF connects to. 

· Threatened Asset: Management data 

”
4
Detailed proposal

********* Begin 1st change*********
4.2.2.1.X
user privilege evluation
Requirement Name: user privilege evluation.
Requirement Reference: No
Requirement Description: A MnF may manage more than one network functions and may be connected with other MnFs. When A user accounts are created, the MnF product shall evaluate and ensure suitable user privilege before authorizing access to manage data.
Threat References: TBD
Test Case:

Test Name: TC_MNF_USER_PRIVILEDGE_AUTHORIZATION
Purpose: To verify that the user priviledge is not extended to other purpose more than necessary. 
Pre-Condition: 

-
The MnF product shall be connected in emulated/real network environments. Other Network Functions of MnFs may be simulated.
- 
A document describing how to create a user account and how to config the priviledge of the user account.
Execution Steps:

1.The tester creates a user account and configure the priviledge of the account.
2. The tester logs in the user account, and the tester can use the account as configuration.
3. The tester operates the data or manage a NF or MnF that exceed the priviledge.
Expected Results:  

Step 2 is permitted, while step 3 is forbided by the MnF.
Expected format of evidence:

Evidence suitable for the interface e.g. Screenshot containing the operational results. 
******** End of change*********
