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1
Decision/action requested

This contribution is accepted by the group.
2
References

NA
3
Rationale

In TS 33.535, it is specified “The AAnF shall check whether the AAnF can provide the service to the AF based on the configured local policy or based on the authorization information available in the signalling (i.e., Oauth2.0 token). If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.”, so the AAnF check whether the AF is authorized can be tested.
4
Detailed proposal

********* Begin 1st change*********
4.2.2.1.X
AAnF authorize AF
Requirement Name: AAnF authorize AF.
Requirement Reference: TS 33.535 [x] clause 6.2.1
Requirement Description: " The AAnF shall check whether the AAnF can provide the service to the AF based on the configured local policy or based on the authorization information available in the signalling (i.e., Oauth2.0 token). If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure. " in clause 6.2.1
Threat References: TBD
Test Case:

Test Name: TC_AANF_AUTHORIZE_AF
Purpose: To verify that the AAnF performs the authorization check with the AF
Pre-Condition: 

-
The AAnF network product shall be connected in emulated/real network environments. AF may be simulated.
-
Tester preconfigured the AF as an unauthorized entity.
-
The AAnF is preconfigured with an A-KID and corresponding Kakma.
- 
A document describing how to perfrom the authorization check by the AAnF.
Execution Steps:

1.AF sends the Naanf_AKMA_ApplicationKey_Get request message to the AF, with a valid A-KID.
Expected Results:  

The AF rejects the procedure
Expected format of evidence:

Evidence suitable for the interface e.g. Screenshot containing the operational results. 
******** End of change*********
