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1
Decision/action requested

This contribution provides discussion for the revising SID(s) to support AKMA KAF refresh.
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Rationale
AKMA was specified in TS 33.535[1] as part of R17.  However, due to the design of the key hierarchy (see figure below), KAF is generated based on KAKMA, which can only be refreshed by running a new primary authentication. 
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Figure 1: AKMA key architecture.
TS 33.535 specifies that AKMA Application Keys KAF shall use explicit lifetimes based on the operator's policy. The lifetime of KAF is signalled by the AAnF as part of procedure when AF requests KAF from AAnF triggered by a new application session request. Current specification falls short of specifying a procedure to refresh an expired KAF when KAKMA is still active. Ua* protocol may support KAF refresh, however, there is no guarantee that the protocol does support it. When and if Ua* does not support KAF refresh, the only recourse is to run a full primary authentication. 
Running a full primary authentication in order to refresh KAF always works. However, Key issue #2 in TR 33.741 details some of the agony of refreshing KAF using a new run of primary authentication triggered by a AF, especially when doing so in a visited network. The results can be devastating, “potentially causing obviously lead to signalling overhead and cause a refresh of the entire key hierarchy impacting both core and access security” [2].
When KAF needs to be refreshed, it is desirable to avoid running a full primary authentication.  KAF refresh should be done by 5GC instead of relying on a protocol that is not within the control of 3GPP, may or may not support KAF refresh. It is proposed to study KAF refresh issue in one of two current studies in SA3 so as to increase the adoptability of AKMA in the industry. 
4
Detailed proposals
It is proposed that the one of the options below to be approved:

1.  Revised AKMA SID in S3-222050[3].

2.  Revised HNTA SID in S3-222051[4].
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