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1	Decision/action requested
This pCR adds a key issue to TR 33.877..
2	References
[1]	3GPP TR 37.817: "Study on enhancement for data collection for NR and ENDC".
3	Rationale
pCR adds a key issue related to MiTM attacks in 33.877
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.877

*****Start of Changes*****
[bookmark: _Toc513475447][bookmark: _Toc25533486][bookmark: _Toc52282148][bookmark: _Toc108098701]5.X	Key Issue #X: Detection of MITM Attacks
[bookmark: _Toc513475448][bookmark: _Toc25533487][bookmark: _Toc52282149][bookmark: _Toc108098702]5.X.1	Key issue details
One of the high-level architecture principles in TR 37.817[1] says, 
"The Model Training and Model Inference functions should be able to request, if needed, specific information to be used to train or execute the AI/ML algorithm and to avoid reception of unnecessary information. Such information depends on the use case and the AI/ML algorithm." 
In a real situation, the Model Training and Model Inference functions may receive unrequested or unnecessary information. For example, in the Network Energy Saving use case, NG-RAN node A may ask for the 'Current/Predicted energy efficiency, Current/Predicted resource status, and Current energy state" from neighboring NG-RAN nodes B and Node C. Another node D that didn't receive the request for the information forwards its 'Current/Predicted energy efficiency' to Node A. Transmission of that unrequested or unnecessary information waster the network resource; in the worst case, it may lead to an inaccurate model training/Inference. 
Furthermore, the Model Training and Model Inference functions may receive information that is even incorrect or fake. The incorrect/fake input information leads to a wrong AI/ML model training or inaccurate output of the model inference, which ruins the whole network performance. For example, in all three use cases (Network Energy Saving, Load Balancing, and Mobility Optimization), UE's radio measurement is required as input for the model training/inference. Malicious UEs may provide incorrect/fake measurement reports to NG-RAN, which may ruin the model training and/or inference. Similarly, the NG-RAN node may provide incorrect/fake information to another NG-RAN node. 
The key issue describes two types of possible attacks: non-request unnecessary information and fake information by MitM attacks. 



[bookmark: _Toc513475449][bookmark: _Toc25533488][bookmark: _Toc52282150][bookmark: _Toc108098703]5.X.2	Security threats
MitM attacks or fraudulent relay nodes may modify or change the information requested by NG-RAN nodes, failing ML Model analytics or inference. 
An anomaly caused by Unnecessary information may alleviate ML model regression. 

[bookmark: _Toc513475450][bookmark: _Toc25533489][bookmark: _Toc52282151][bookmark: _Toc108098704]5.X.3	Potential security requirements
The 3GPP system shall support the detection of MiTM attacks 
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