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1	Decision/action requested
This pCR adds an update to  key issue to TR 33.858,. It is requested to approve the changes in 33.858.
2	References
[bookmark: _Hlk106008414][1]	3GPP TR 23.700-08, ‘Study on security aspects of enhanced support of Non-Public Networks phase 2’, Rel.18.
3	Rationale
pCR provides an update to the non-3GPP access key issue. In SA2 TR 23.700-08 [1], for key issue 2, a few solutions describe how UE can access an SNPN with NG-RAN on the one hand and a WLAN Access Network on the other, on the other hand, using the same credentials. UE uses the same permanent identity (SUCI) and credentials for primary authentication in SNPN and for WLAN access authentication in a WLAN Access Network. A key issue for the security of non-3GPP access for SNPN should study the implications of such solutions from a security architecture perspective. 
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.858

*****Start of Changes*****
[bookmark: _Toc107819040]5.1	Key issue #1: Security of non-3GPP access for SNPN
[bookmark: _Toc107819041]5.1.1	Key issue details 
TR 23.700-08 [2] studies "Key Issue #2: Support of Non-3GPP access for SNPN". Clause 5.2.1 of TR 23.700-08 [2] states: "Currently the 3GPP specifications do not support direct connection to SNPN via non-3GPP access networks" and "One objective of this key issue is to enable the 5GS to support direct connection of non-3GPP access networks to the SNPN's 5GC."
The intention of this key issue is to study if existing security mechanisms for enabling non-3GPP access in a PLMN can be reused for enabling non-3GPP access in an SNPN, or if new security mechanisms are needed. The key issue will also study whether and how to support the use of the same credentials for access to SNPN with NG-RAN and to WLAN Access Network as proposed in TR 23.700-08 clause 6.16.
[bookmark: _Toc107819042]5.1.2	Threats
If non-3GPP access in an SNPN does not provide mutual authentication between UE and SNPN, it is possible to impersonate the UE or SNPN.
If communication between UE and SNPN via non-3GPP access is not confidentiality, integrity or replay-protected, it is possible to disclose, tamper or replay the communication. 
[bookmark: _Toc107819043]5.1.3	Potential security requirements 
The 5G system shall provide the means for UE and SNPN to mutually authenticate if non-3GPP access is used.
The 5G system shall provide the means to confidentiality, integrity and replay protect communication between UE and SNPN, if non-3GPP access is used.
Editor's Note: Threats and requirements for devices that are not UEs (e.g. FN-RG or N5GC device behind RG) are ffs.
*****End of Changes*****

