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1
Decision/action requested

It is proposed to endorse the proposal in this discussion paper.
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Rationale

SA3 had agreed in SA3#97 an LS to CT4 [1] to propose that the authentication result in AUSF and UDM shall be removed in the case of a UE deregistering from a serving network or the case of a failed NAS SMC following an authentication procedure. This LS was sent under the context of the Authentication Enhancements study during Release 16 without any conclusion. 
CT4 followed through the SA3 recommendation and specified (TS 29.509 CR0083 [2] and TS 29.503 CR0358 [3])  service operations provided by the AUSF and the UDM in order for the AMF to request the removal of the authentication result from the AUSF and the UDM. 
However, SA3 did not specify any SA3 requirements or procedures for such service operations. The Authentication Enhancements study during Release 16 did not result in any normative work, so the request in the LS to CT4 [1], was clearly unjustified. Furthermore, the removal of the authentication result in AUSF and UDM would be in contradiction with the agreements in relation to the KAUSF handling which took SA3 more than a year to conclude. Upon these agreements, the KAUSF persists in the UE side after deregistration from the 5GS and even after power off. Removing the authentication result in AUSF and UDM will imply removal of KAUSF from the AUSF and AUSF ID that stores the last KAUSF so this will represent a KAUSF de-synchronization situation between the UE and the HN.

In addition, CT4 has found out now that the UDM service operation invoked by the AUSF as currently designed requires some input parameters which an AUSF may not have access to since the relevant AUSF state may have been removed from other existing stage 3 procedures (TS 29.509, 6.1.3.3.1). 

As a result, since the introduced AUSF and UDM service operations are neither required by SA3 procedures, nor fully functional, it is proposed that the service operations related to the authentication result removal in AUSF and UDM are to be removed from stage 3 specification. 
4
Detailed proposal

It is proposed that SA3 agrees and sends to CT4 the LS in S3-222017. 
