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1
Decision/action requested

It is proposed to agree to the proposed key issue for TR 33.877.
2
References

[1]
3GPP TR 37.817: "Study on enhancement for data collection for NR and ENDC".
[2]
3GPP TS 38.423: "NG-RAN; Xn Application Protocol (XnAP)".

[3]
3GPP TR 33.877: "Study on the security aspects of Artificial Intelligence (AI)/Machine Learning (ML) for the NG-RAN".

3
Rationale

RAN3 has started specifying the RAN AI/ML framework proposed in TR 37.817 [1] with several discussion and few change request to TS 38.423 [2]. 
Objective #1 for the SA3 study [3] focuses on the security mechanisms of the RAN AI/ML framework. The RAN AI/ML framework includes information transfer between the UE and RAN nodes, between RAN nodes and between RAN nodes and OAM nodes. Therefore, the security of the information transfer between the relevant nodes needs to be considered. 

This contribution proposes a key issue on the security of the information transfer between the relevant nodes in the RAN AI/ML framework. 

4
Detailed proposal

*** 1st CHANGE ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 37.817: "Study on enhancement for data collection for NR and ENDC"

[X1]
3GPP TS 38.423: "NG-RAN; Xn Application Protocol (XnAP)"

***2nd CHANGE ***
5.X
Key Issue #X: Security of information transfer between RAN AI/ML framework nodes

5.X.1
Key issue details

The RAN AI/ML framework studied in TR 37.817 [2] and specified in RAN specifications (e.g., TS 38.423 [X1]) includes several network entities exchanging AI/ML related information for the purposes of data collection, data inference, output and feedback. These network entities are UEs, RAN nodes and potentially OAM nodes depending on the architecture. 

The RAN AI/ML framework specifies three use cases, namely Network Energy Saving, Load Balancing and Mobility Optimization for which the UEs and RAN nodes provide input and inference data and the RAN AI/ML framework on RAN and potentially OAM nodes provides output and feedback data to relevant nodes. 

5.X.2
Security threats

If the information transferred between the UE and RAN nodes, the RAN nodes and the RAN nodes and OAM nodes is not protected an attacker can modify, eavesdrop or replay input, inference, output and feedback data provided and generated by the different data providers and consumers in the RAN AI/ML framework. 

Therefore, any information transfer between the relevant network entities in the RAN AI/ML procedures needs to be secure. 

5.X.3
Potential security requirements

For the use cases of Network Energy Saving, Load Balancing and Mobility Optimization of the RAN AI/ML framework:

-
The 5G System shall support integrity, confidentiality and replay protection for the information transfer between a UE and a RAN node for the purposes of the RAN AI/ML framework 

-
The 5G System shall support integrity, confidentiality and replay protection for the information transfer between RAN nodes for the purposes of the RAN AI/ML framework
-
The 5G System shall support integrity, confidentiality and replay protection for the information transfer between a RAN node and an OAM node for the purposes of the RAN AI/ML framework
*** END OF CHANGES ***

