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	Reason for change:
	When UE registers to network via both 3GPP and non-3GPP (e.g. UE registered to 3GPP network PLMN-1 with AMF-1 first, then UE registers to non-3GPP network PLMN-2 with AMF-2 later), two different security contexts and states are maintained. However, UDM and USIM still maintain the single SQN set for 5G AKA based authentication. If there's no sequence control or restriction on the UE, UDM may receive two registration requests from the same UE in parellel, that results in two AKA challenges(means SQN value in UDM incremented twice( e.g. SQN#1 for 3GPP registration, and SQN#2 for non-3GPP registration) and AV generated twice). In some race condition,  UE may receive the AKA challenge (e.g. SQN#2) via non-3GPP connection first, and pass it to USIM. That will cause AKA challenge failure for 3GPP registration when UE pass SQN#1 to USIM for 3GPP access challenge verification, because the SQN#1 is less than SQN#2 which already stored in the USIM. 

	
	

	Summary of change:
	Update rules related to parallel NAS connections to control sequence also for multi-registration in different PLMNs.

	
	

	Consequences if not approved:
	Primary authentication of one of two parallel registrations of an UE in different PLMNs may be failed in some race conditions. 
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################### start the 1st change ##################
[bookmark: _Toc19634740][bookmark: _Toc26875800][bookmark: _Toc35528551][bookmark: _Toc35533312][bookmark: _Toc45028655][bookmark: _Toc45274320][bookmark: _Toc45274907][bookmark: _Toc51168164][bookmark: _Toc106197675]6.9.5.2	Rules related to parallel NAS connections
Concurrent runs of security procedures in parallel over two different NAS connections when terminated in the same or different AMF(s) can lead to race conditions and mismatches between the security contexts in the network and the UE. In order to avoid such mismatches, the following rules shall be followed:
1.	The SEAF/AMF shall not initiate a primary authentication or NAS SMC procedure in case a primary authentication or a NAS SMC procedure is ongoing on a parallel NAS connection. Authentication procedures followed by a NAS SMC procedures taking the new 5G security context into use, shall be performed on one NAS signalling connection at a time.
2.	When the AMF has sent a NAS Security Mode Command to a UE in order to take a new KAMF into use and receives a context transfer request message for the UE from another AMF, the AMF shall wait for the completion of the NAS SMC procedure (e.g. receiving NAS Security Mode Complete) before transferring the context. 
3.	The UE shall not initiate a NAS registration over a second NAS connection to an AMF of the same or different network(s) before primary authentication on the first NAS connection is complete.
###################  end of the change  ##################

