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1	Decision/action requested
This discussion paper provides clarification and correction proposal of SAN and SBA certificate profiles.
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3	Rationale
We see interoperability problems due to unclear SBA certificate profile and room for interpretation, also conflicts with requirements from RFCs and current best practices:
#1) Format issues in the subjectAltName (SAN) definition for the SBA NF certificate [1]. It causes interoperability problems due to misalignment with RFC definition.
#2) Unclear or missing certificate profile for SBA non-NF type entity, such as certificate profile for SCP, SEPP and token signing.
#3) Unclear how to issue and verify a correct certificate. For example, different certificate type tended for different purpose should not be misused. It is supposed to be further investigated in the KI#7 (Multiples certificates to be associated with a Network Function) of Rel-18 ACM study [2].
#4) Unclear when and how to utilize the SANs presented in the certificate, which can be related to KI#11 (NRF validation of NFc for access token requests) of FS_eSBA_SEC study [3]. It could be breakdown to below sub-issues:
· If the SAN is mandatory or optional in which certificate? 
· What is the use case of the SAN? For what purpose to have it in the certificate, and how to use the SAN for what kind of verification? 
In this document we focus on issue #1 and #2. We will go through all SANs defined in the SBA NF certificate profile, and propose a more proper format if needed. And we will check the missing certificate profile for SBA.
4 Discussion
4.1 Format of subjectAltName
4.1.1 NF Instance ID
Current definition:
subjectAltName should (in TLS client and server certificates) contain a URI-ID with the URI for the NF Instance ID as an URN; this URI-ID shall contain the nfInstanceID of the Network Function instance using the format of the NFInstanceId as described in clause 5.3.2 of TS 29.571 [57].
NOTE 1:	Since the format of the NF instance ID according to clause 5.3.2 of TS 29.571 [57] is a universally unique identifier (UUID), the URN formed using the UUID is the string "urn:uuid:" followed by a hexadecimal representation of the UUID. For example, "urn:uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6" is the string representation of the NF Instance ID "f81d4fae-7dec-11d0-a765-00a0c91e6bf6" as a URN.
Observation:
RFC 8141:
A Uniform Resource Name (URN) is a Uniform Resource Identifier (URI) [RFC3986] that is assigned under the "urn" URI scheme and a particular URN namespace, with the intent that the URN will be a persistent, location-independent resource identifier. 
According to RFC 8141, Uniform Resource Name (URN) is a Uniform Resource Identifier (URI). So, it conforms to RFC 5280 [4] that the NF Instance ID as a URN is defined as a URI-ID.
Conclusion:
No format issues.

4.1.2 apiRoot of NF service instance Advertisement URI
Current definition:
subjectAltName should (in TLS server certificates) contain URI-ID with the HTTPS URI(s) for the apiRoot of a Network Function producer instance for the NF service API(s) that it provides; using wildcard URIs should be avoided;
Observation:
TS 29.500:
An example of NF Service Advertisement URI could be represented as:
"{apiRoot}/nnrf-disc/nf-instances?nfInstanceId={nfInstanceId}".
TS 29.501:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
"apiRoot" shall be a concatenation of the following parts:
-	scheme ("http" or "https")
NOTE:	In this release of the specification both http and https scheme URIs are allowed. See clause 13.1 of 3GPP TS 33.501[22] for further details on security of Service Based Interfaces.
-	the fixed string "://"
-	authority (host and optional port) as defined in IETF RFC 3986 [9]
-	an optional deployment-specific string (API prefix) that starts with a "/" character.
Conclusion:
No format issues.

4.1.3 apiRoot of NF (service) instance callback URI
Current definition:
subjectAltName should (in TLS server certificates) contain URI-IDs  with the HTTPS URI(s) for the apiRoot of a Network Function consumer instance for the NF service callback URI(s) that it provides; using wildcard URIs should be avoided;
Observation:
TS 29.501:
callback URI consists of the following components, specified with ABNF syntax (see IETF RFC 5234 [26]):
URI = scheme ":" "//" host [ ":" port ] / path
Where 'host' is either an FQDN or an IP address and the 'path' is a path to an NF consumer resource.
Callback URI does not have apiRoot concept.
Example: https://example.com/a/b/c/notification
Conclusion:
Has format issues.
Proposal:
It is to be corrected by the CR S3-220947 which is Noted in SA3#107e meeting.
According to RFC 2818 (HTTP over TLS):
In general, HTTP/TLS requests are generated by dereferencing a URI. As a consequence, the hostname for the server is known to the client. If the hostname is available, the client MUST check it against the server's identity as presented in the server's Certificate message, in order to prevent man-in-the-middle attacks.
The change is to include the FQDN of callback URI as a DNS-ID in the TLS server certificate, which can be used to verify the correctness of the target of notification receiver.
4.1.4 NF instance FQDN
Current definition:
subjectAltName should (in TLS client certificates) or shall (for TLS server certificates) contain a DNS-ID with the FQDN (host DNS name) for the Network Function instance, for example, using the instructions for Network Function (host DNS) names in FQDN format as used for Network Function producers in NFProfile and/or in NFService profile according to clause 6.1.6.2 in TS 29.510 [56], and in general as described in clause 28.3 of TS 23.003 [55] (regardless if DNS is available or not); for AMF, this is the AMF Name as described in clause 28.3.2.5 of TS 23.003 [55]; for NRF, this is the NRF FQDN as described in clause 28.3.2.3.2 of TS 23.003 [55]; the rules for using wildcard certificates in DNS-ID are defined in RFC 6125 [51].
Conclusion:
No format issues.

4.1.5 NF Type
Current definition:
[bookmark: OLE_LINK8][bookmark: OLE_LINK9]subjectAltName should (in TLS client certificates) contain NF type as DNS-ID (that is, using dNSName subjectAltName) for the Network Function instance using the Enumerated NF Type format according to clause 6.1.6.3.3 of TS 29.510 [56]. 
NOTE: If NF type is used in DNS-ID format in subjectAltName then it is considered as case-insensitive.
Observation:
A NF Type is not a domain.
https://cabforum.org/wp-content/uploads/CA-Browser-Forum-BR-1.8.2.pdf
- CAs are required to check that the entity requesting a certificate has ownership of the domain: “The CA SHALL confirm that the requested Fully‐Qualified Domain Name(s) are within the Enterprise RA’s verified Domain Namespace.”
dNSName is of type PrintableString which does not permit inclusion of the underscore character ('_').
Conclusion:
Has format issues.
Way forward:
Please see related mail thread at the IETF LAMPS mailing list: Re: [lamps] Including 3GPP NF Type in HTTPS certificates (ietf.org).
And there is a IETF draft about draft-housley-lamps-3g-nftypes-00 "X.509 Certificate Extension for 5G Network Function Types", https://datatracker.ietf.org/doc/draft-housley-lamps-3g-nftypes/ [5].
The NFTypes extension MUST be identified by the following object identifier:

     id-pe-nftypes  OBJECT IDENTIFIER  ::=
        { iso(1) identified-organization(3) dod(6) internet(1)
          security(5) mechanisms(5) pkix(7) id-pe(1) TBD1 }

   This extension MUST NOT be marked critical.

   The NFTypes extension MUST have the following syntax:

     NFTypes ::= SEQUENCE SIZE (1..MAX) OF NFType

     NFType ::= IA5String (SIZE (1..32))

4.1.6 NF instance IP address
Current definition:
-	subjectAltName shall not contain only IP address in TLS server certificates;
Conclusion:
No format issues.

4.1.7 Summary of SAN format
	SAN
	Type definition
	Example
	Comments

	NF Instance ID
	URI-ID
	urn:uuid:f81d4fae-7feb-11d0-a765-00bd0c92f7cf7
	No format issue

	apiRoot of NFp
	URI-ID
	https://amf1.cluster1.net2.amf.5gc.mnc012.mcc345.3gppnetwork.org/[api-prefix-1]
	No format issue

	apiRoot of Callback URI of NFc
	URI-ID
	https://amf1.callback.cluster1.net2.amf.5gc.mnc012.mcc345.3gppnetwork.org
	Has format issue

	host of Callback URI of NFc (proposal of CR S3-220947)
	DNS-ID
	amf1.callback.cluster1.net2.amf.5gc.mnc012.mcc345.3gppnetwork.org
	Proposal of new SAN name and format

	NF instance FQDN
	DNS-ID
	amf1.cluster1.net2.amf.5gc.mnc012.mcc345.3gppnetwork.org 
nrf1.5gc.mnc012.mcc345.3gppnetwork.org
set12. smfset.5gc.mnc012.mcc345.3gppnetwork.org
	No format issue

	NF type
	DNS-ID
	amf
5g_eir ??
	Has format issue

	NF type
	NFTypes extension (IETF draft) IA5String
	amf
5g_eir
	Proposal of new format

	NF instance IP address
	IPAddress
	
	No format issue



4.1.8 SAN as mandatory and critical extension
	NF TLS Client and Server Certificate Profile

	Version
	v3

	Serial Number
	Unique Positive Integer in the context of the issuing Root CA and not longer than 20 octets.

	Subject DN
	C=<Country>
O= Home Domain Name (e.g., in "5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" format) as defined in clause 28.2 of TS 23.003 [55])


	Validity Period
	3 years or less

	Signature 
	See clause 6.1.1 for the list of supported signature algorithms.

	Subject Public Key Info 
	See clause 6.1.1 for the list of supported public key types.

	Extensions
	OID
	Mandatory
	Criticality
	Value

	keyUsage
	{id-ce 15}
	TRUE
	TRUE
	digitalSignature for TLS clients and servers

	
	
	
	
	keyEncipherment for TLS 1.2 [54] servers
NF that may be both TLS 1.2 [54] client and server shall have both flags set.

	extendedKeyUsage
	{id-ce 37}
	TRUE
	FALSE
	id-kp-clientAuth TLS clients 

	
	
	
	
	id-kp-serverAuth for TLS servers  
NF that may be both client and server shall have both OIDs set.

	authorityKeyIdentifier
	{id-ce 35}
	TRUE
	FALSE
	This shall be the same as subjectKeyIdentifier of the Issuer’s certificate. CA shall utilitize the method (1) as defined in clause 4.2.1.2 of RFC 5280 [14] to generate the value for this extension.

	subjectKeyIdentifier
	{id-ce 14}
	FALSE
	FALSE
	This shall be calculated by the issuing CA utilitizing the method (1) as defined in clause 4.2.1.2 of RFC 5280 [14] to generate the value for this extension.

	cRLDistributionPoint
	{id-ce 31}
	TRUE
	FALSE
	distributionPoint
Ac cording to RFC 5280 [14] this indicates if the CRL is available for retrieval using access protocol and location with LDAP or HTTP URI.

	subjectAltName
	{id-ce 17}
	TRUE
	TRUE
	Multiple subjectAltName entries can be used as a sequence, see below for the detailed instructions.

	authorityInfoAccess
	{id-pe 1}
	FALSE
	FALSE
	id-ad-caIssuers
According to RFC 5280 [14] id-ad-caIssuers describes the referenced description server and the access protocol and location, for example, using one or multiple HTTP and/or LDAP URIs. 

	
	
	
	
	id-ad-ocsp
According to RFC 5280 [14] id-ad-ocsp defines the location of the OCSP responder using HTTP URI.

	TLS feature extension
	{id-pe 24}
	FALSE
	FALSE
	id-pe-tlsfeature
This can be used according to RFC 7633 [53] to prevent downgrade attacks that are not otherwise prevented by the TLS protocol; also to be used with OCSP stapling with TLS server end-entity certificates.



Observation:
RFC 5820:
4.2.  Certificate Extensions
Each extension in a certificate is designated as either critical or non-critical.  A certificate-using system MUST reject the certificate if it encounters a critical extension it does not recognize or a critical extension that contains information that it cannot process.  A non-critical extension MAY be ignored if it is not recognized, but MUST be processed if it is recognized.  The following sections present recommended extensions used within Internet certificates and standard locations for information.  Communities may elect to use additional extensions; however, caution ought to be exercised in adopting any critical extensions in certificates that might prevent use in a general context.
If the CA issues certificates with an empty sequence for the subject field, the CA MUST support the subject alternative name extension (Section 4.2.1.6).  Support for the remaining extensions is OPTIONAL. Conforming CAs MAY support extensions that are not identified within this specification; certificate issuers are cautioned that marking such extensions as critical may inhibit interoperability.
4.2.1.6.  Subject Alternative Name
If the subject field contains an empty sequence, then the issuing CA MUST include a subjectAltName extension that is marked as critical. When including the subjectAltName extension in a certificate that has a non-empty subject distinguished name, conforming CAs SHOULD mark the subjectAltName extension as non-critical.
   If an extension containing unexpected values is marked as critical, the implementation MUST reject the certificate or CRL containing the unrecognized extension.
Question:
If more than one SANs are defined as critical, what is the consequence when one critical SAN passed verification but the other not? Will the certificate be treated as invalid?
Way forward:
For all 3GPP defined SANs, they shall be defined as mandatory but not critical extensions.

4.2 Clarification of SBA certificate profiles
4.2.1 SBA certificate profile for SCP
Observation:
There are draft CRs S3-214290 and S3-220477 which propose to define certificate profiles for SCP and SEPP.
Proposal:
Add SCP certificate profile based on agreed SCP part in the S3-214290 and S3-220477.

4.2.2 SBA certificate profile for SEPP
Observation:
There are draft CRs S3-214290 and S3-220477 which propose to define certificate profiles for SCP and SEPP.
GSMA FS.34 v4.0 [6]:
The Subject CN field SHALL be structured as 
sepp<SEPPID>.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org 
where SEPPID is the SEPP ID as specified in Section 13.2.2.4.2 of TS 33.501 [1]. 
MNO SEPP certificates SHALL include all PLMN IDs in SAN fields as DNS name for where it runs the N32 connection e.g.: 
sepp<SEPPID>.5gc.mnc<PLMN ID 1>.mcc<MCC>.3gppnetwork.org 
sepp<SEPPID>.5gc.mnc<PLMN ID 2>.mcc<MCC>.3gppnetwork.org 
Signalling traffic containing other PLMNs IDs SHALL NOT be accepted.
Proposal:
Add SEPP intraconnect certificate profile based on agreed part in the S3-214290 and S3-220477, and add SEPP interconnect certificate profile aligned with GSMA FS.34 v4.0.
For example:
The same requirements on subject field (CN-ID) to the NF certificate profile as specified in clause 6.1.3c.3 apply to the SEPP interconnect certificate profile.
SEPP interconnect TLS client and server certificates shall include subjectAltName fields as DNS-ID (that is, using dNSName subjectAltName). The DNS-ID shall contain all PLMN IDs that the SEPP represents on a given N32 connection, and the DNS-ID shall be structured as:
sepp<SEPPID>.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org
where "<SEPPID>" field is the SEPP ID as specified in clause 13.2.2.4.2 of TS 33.501 [X].
where "<MNC>" and "<MCC>" fields correspond to the MNC and MCC of the operator's PLMN. Both the "<MNC>" and "<MCC>" fields are 3 digits long. If there are only 2 significant digits in the MNC, one "0" digit shall be inserted at the left side to fill the 3 digits coding of MNC.
NOTE: The well-known SEPP FQDN sepp.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org is only a stepping stone to trigger SEPP discovery via DNS. The well-known FQDN shall not be used for naming a SEPP and shall not be presented in CN or SAN fields of SEPP interconnect certificates.

4.2.3 SBA certificate profile for token signing
Observation:
TS 33.501:
· 13.3.8.3 Verification of Client credentials assertion
	- It verifies that the NF instance ID of the NFc in the CCA matches the NF instance ID in the public key certificate used for signing the CCA.
It is unclear whether it is NF TLS client certificate or other certificate used for the CCA signing.
Proposal:
Add SBA token signing certificate profile, which can be quite similar as NF TLS client certificate profile but with deviations like key usage is different, NF instance ID is mandatory in the token signing certificate.

4.3 Use case of SANs
In general, SANs in the certificate provides source of authority and authenticity information in a standard way which can be utilized by NF like NRF doing NF verification. 
If do not utilize certificate for identification, then there should be other standard means provided to NRF to facilitate the NF verification.

4.3.1 Use case of NF instance ID
FFS.

4.3.2 Use case of apiRoot of NF service instance Advertisement URI
FFS.

4.3.3 Use case of NF Type
FFS.

4.3.4 Use case of NF instance FQDN
FFS.

5 	Detailed proposal
· SAN format correction
It is proposed to resubmit the CR (S3-220947) of callback URI change. (Submitted as S3-221984 to SA3#108-e, Rel-17 mirror in S3-221985)
It is proposed to write a CR to correct the format of NF type based on the IETF draft-housley-lamps-3g-nftypes-00 "X.509 Certificate Extension for 5G Network Function Types". (To be submitted at upcoming SA3 meeting)
It is proposed to write a CR to define SANs as mandatory but not critical extensions. (To be submitted at upcoming SA3 meeting)
· Clarification of SBA certificate profiles
It is proposed to write a CR to clarify SCP certificate profile. (Submitted as S3-221986 to SA3#108-e, Rel-17 mirror in S3-221987)
It is proposed to write a CR to clarify SEPP certificate profile. (Submitted as S3-221988 to SA3#108-e, mirror in S3-221989)
It is proposed to write a CR to clarify SBA token signing certificate profile and make NF instance ID as mandatory. (To be submitted at upcoming SA3 meeting)
