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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution for the Hosted SEPP part of KI#10.
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3
Rationale

Based on an LS from GSMA SA3-221737, the operational need of outsourcing a SEPP has been brought to 3GPP’s attention and needs an update of the specification accordingly. 

This pCR provides as solution the details of the Hosted SEPP concept and proposes to add the relevant requirements to TS 33.501.

4
Detailed proposal

********************* START OF CHANGES

6.X
Solution #X: Hosted SEPP requirements
6.X.1
Introduction

This solution addresses key issue #10. It provides input for text that needs to be adapted for clarification of a deployment option for SEPP of a PLMN, if hosted by an entity external to the PLMN. 
6.X.2
Solution details

This solution is addressing the Hosted SEPP part of KI#10. 

If a SEPP is hosted by an entity external to the PLMN, such as an IPX acting as the Hosted SEPP provider, the Hosted SEPP represents the perimeter of this PLMN. 

If the Hosted SEPP provider is contracted by several PLMNs, it hosts several distinct Hosted SEPP instances for the different PLMNs. 

A PLMN can have a Local SEPP (managed by the PLMN) and a Hosted SEPP (instance), both handling different sets of roaming relations.

It is proposed to add the following definitions to 33.501:

Hosted SEPP: A SEPP that is hosted and operated by a provider outside the PLMN, for example an IPX provider, in which case the trust environment of a distinct PLMN extends to the Hosted SEPP instance representing this PLMN. A Hosted SEPP provider can operate Hosted SEPPs for multiple PLMNs.

Local SEPP: A SEPP of a PLMN that is operated by an MNO and taking care of a distinct set of roaming relations different from the set of roaming relations taken care by a potential Hosted SEPP.
It is further proposed to have an addition to the general requirements in 33.501 clause 5.9.3 (Requirements for e2e core network interconnection security) as follows:

A Hosted SEPP shall behave in the same way as the SEPP.

All SBI messages transmitted between the PLMN and the Hosted SEPP deployment shall be confidentiality, integrity, and replay protected.

Both the PLMN edge and the edge of the hosted SEPP deployment need to be protected.

A Hosted SEPP provider shall isolate the processing for each PLMN from the processing for other PLMNs. 
A Hosted SEPP provider shall use a different TLS certificate per PLMN , as the MNC and MCC of that PLMN are encoded in the certificate (as specified in TS 23.003, Table 6.1.3c.3-1).. This certificate shall be issued to the Hosted SEPP provider under its own unique name.

A hosted SEPP shall only be able to obtain a certificate with an MCC/MNC combination if the affected MNO has previously authorized this.
Finally, it is proposed to have an additional NOTE referring to Hosted SEPP concept in 33.501 clause 13.1.2 (Protection between SEPPs) as follows: 

If a Hosted SEPP is deployed as the edge of one PLMN and in the same security zone, the same protection requirements apply to this Hosted SEPP as they apply to a SEPP in general.

6.X.3
Evaluation

Whether to use a Hosted SEPP is a business decision. Nevertheless, it is important to provide a minimal set of requirements covering this deployment option.

******************** END OF CHANGES

