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1	Decision/action requested
This pCR proposes to solve the Key Issue #2 in TR 33.740[1]
2	References
[1] 	3GPP TR 33.740 
[2] 	3GPP TS 23.304
3	Rationale
[bookmark: _Hlk75345887]This contribution addresses the security requirements for key issue #2 in TR 33.740[1].
4	Detailed proposal
SA3 is kindly requested to agree to the below pCR to TR 33.740 [1].
**** START OF CHANGE ****
 
[bookmark: _Hlk106640804][bookmark: _Hlk110849220]6.X	Authentication procedure of UE-to-UE relay 
6.X.1	Introduction
This solution addresses security requirement for establishment a secure connection between the source UE and the target UE in the UE-to-UE relay scenario in key issue #2.  
After UE-to-UE Relay discovery and selection, source UE and target UE start to establish connection via the selected UE-to-UE relay. In the meanwhile, authentication between source UE and target UE, peer UEs and relay UE are performed to ensure the security of the connection establishment in this solution.
6.X.2	Solution details
[bookmark: _Hlk110849289]6.X.2.1 Authentication procedure of UE-to-UE relay


Figure 6.X.1: Authentication procedure of UE-to-UE relay 
0. Pre-configuration: the source UE, UE-to-UE relay and target UE have been provisioned with the required credentials associated with their identity in advance, which contain a pair of public/private key. Each UE must act as "signer" and "verifier". As a signer, the UE uses its private key to sign an authentication message, and when acting as a verifier, the UE uses the signer’s public key to verify the signature. 
Source UE has selected a suitable UE-to-UE Relay and received the Layer-2 ID of the target UE after Model A or Model B discovery. Source UE decides to connect with target UE via the selected UE-to-UE Relay.
1. [bookmark: _Hlk102730553]Source UE sends relay UE the Direct Communication Request message to trigger the link establihment and authentication between source UE and target UE via UE-to-UE relay, including Authentication_Info of source UE which contains the following parameters: 
· User Info ID of Source UE
· [bookmark: _Hlk111195913]Source UE’s public key
· [bookmark: _Hlk110950693]SIGN-Source UE: A signature of the Authentication Request message 
2. Upon reception of the Direct Communication Request and Authentication Request message, UE-to-UE Relay verifies the signature SIGN-Source UE using Source UE’s public key. If the verification is successful, UE-to-UE Relay generates a signature of the Authentication Request message and the User Info ID of relay UE using its private key.
3. Then UE-to-UE Relay sends the Direct Communication Request and Authentication Request message to the target UE, including Authentication_Info of source UE, Authentication_Info of relay UE (User Info ID of relay UE, relay UE’ public key, and SIGN1-relay).
4. Upon reception of the Direct Communication Request and Authentication Request message, target UE verifies the signature SIGN-Source UE and SIGN1-relay. After successful verification, target UE generates a share key KD (this key only shared between source UE and target UE), using its private key and source UE’s public key.
5. The target UE sends the Direct Communication Accept as described in clause 6.4.3.1 of TS 23.304 [2] to the UE-to-UE Relay, including the Authenticaiton Response which contains the following parameters:
· Authentication_Info of target UE: User Info ID of target UE, target UE’s public key, and SIGN-Target UE (i.e., the signature of the Authenticaiton Response message)
6. Upon reception of the Direct Communication Accept and Authenticaiton Response message, UE-to-UE relay verifies the SIGN-Target UE using target UE’s public key. If the verification succeeds, UE-to-UE Relay generates a signature of the Authentication Response message and relay UE’Info using its private key. 
7. Then UE-to-UE Relay sends the Direct Communication Accept and Authenticaiton Response message to the source UE, including Authentication_Info of target UE, Authentication_Info of relay UE (User Info ID of relay UE, relay UE’ public key, and SIGN2-relay).
8. The source UE verifies the signature SIGN-Target UE and SIGN2-relay. After successful verification, source UE generate a share key KD using its private key and target UE’s public key. 
X.X.3	Evaluation 
TBD.
**** END OF CHANGE ****
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