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Decision/action requested

It is requested to approve a key issue in TR 33.877
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Rationale

This TDoc proposes a new key issue to study the robustness of NG-RAN AI/ML against attacks.
4
Detailed proposal
****Start of Change 1****

5.X
Key Issue #X: Robustness of NG-RAN AI/ML against attacks
5.2.1
Key issue details

TR 37.817 summarizes the principles for RAN intelligence enabled by AI and TR 37.817 includes three main use cases or key performance indicators, namely network energy saving, load balancing and mobility.
Notwithstanding the performance gains offered by an AI/ML-based system, an AI/ML model might change significantly over time based on, e.g., the training data. This change might also be due to attacks, e.g., poisoning attacks, that have been applied to many applications and are discussed in the literature in the context of 5G networks, e.g., [X].
5.2.2
Security threats

If the NG-RAN is subject to attacks in its AI/ML capabilities, the performance of NG-RAN regarding energy consumption, load balancing, or mobility support might deteriorate.
5.2.3
Potential security requirements
The 5GS should provide a means to defend against or mitigate the impact of NG-RAN AI/ML attacks.
****End of Change1****
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