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1	Decision/action requested
It is proposed to approve the key issue described in this document.
2	References

3	Rationale
[bookmark: _Hlk99111327]As explained in S3-221950, it’s proposed to study the issue of control of preferred SNPN list in CH using AAA server for primary authentication.
4	Detailed proposal
*** 1st CHANGE ***
[bookmark: _Toc2086436]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]	3GPP TS 23.501: "System architecture for the 5G System ".
[y]	3GPP TS 33.501: " Security architecture and procedures for 5G system".
*** END OF 1st CHANGE***
*** 2nd CHANGE ***
5.X	Key issue #x: control of preferred SNPN list in CH using AAA server for primary authentication
5.X.1	Key issue details
According to clause 5.30.2.4.2 of 3GPP TS 23.501[x]:”
If the UEs supports access to an SNPN using credentials from a Credentials Holder then the UE continues by selecting and attempting registration on available and allowable SNPNs which broadcast the indication that access using credentials from a Credentials Holder is supported in the following order:
-	SNPNs in the user controlled prioritized list of preferred SNPNs (in priority order);
-	SNPNs in the Credentials Holder controlled prioritized list of preferred SNPNs (in priority order);
-	SNPNs, which additionally broadcast a GIN contained in the Credentials Holder controlled prioritized list of preferred GINs (in priority order);”
However, according to the authentication procedures defined in clause I.2.2.2 of 3GPP TS 33.501[y], the SNPN ID or name has not been sent to AAA for verification and there is no inclusion of SNPN ID or name in any keys derivation or authentication exchanges between UE and AAA.
5.X.2	Security threats 
A serving SNPN of low priority can broadcast a SNPN ID belonging to a SNPN of higher priority to attract more UE’s access, i.e., the Credentials Holder controlled prioritized list of preferred SNPNs will lose control.
5.X.3	Potential security requirements
The 5G system should provide a means to enforce secure selection of SNPNs.
*** END OF 2nd CHANGE***

	
	
	



