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1
Decision/action requested

It is requested to endorse this contribution.
2
Introduction
In pure PLMN/SNPN access scenario, the serving network will send SN name to both UE and home network via two ways:

-
Broadcast the SN name to UE via RAN (in the form of PLMN ID or SNPN ID)
-
Send the SN name in authentication request message to AUSF

There is also a preferred PLMN/SNPN list configured in UE for PLMN/SNPN selection. Therefore, the UE and the HPLMN should verify whether the broadcast PLMN/SNPN ID is valid, otherwise, a PLMN/SNPN of low priority can broadcast a PLMN/SNPN ID belonging to a PLMN/SNPN of higher priority to attract more UE’s access. Two address this issue, 33.501 take two actions:
-
AUSF shall check that the requesting SEAF in the serving network is entitled to use the serving network name in the Nausf_UEAuthentication_Authenticate. Therefore, the SN cannot send invalid SN name to HN. 

-
In 5G AKA, AUSF and UE shall derive the RES* with SN name as an input parameter. Therefore, the SN cannot send different SN name to UE and HN. In EAP-AKA’, AUSF and UE shall verify the SN name during the EAP message exchanges. In addition, the SN name is also an input parameter in Kausf and Kseaf derivation.
As a result, the SN cannot send invalid SN name to UE. The HN’s controlled prioritized list of preferred PLMNs/SNPNs can function well.

The scenario in CH using AAA server for primary authentication is similar to the above pure PLMN/SNPN scenario:
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Therefore, the same mechanism should also be defined in CH using AAA server for primary authentication scenario.

2.1 Credentials holder using AAA server for primary authentication
Back to the scenario in eNPN when credentials holder using AAA server for primary authentication, the agreed procedures are as follows:
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According to clause 5.30.2.4.2 of TS23.501:”
If the UEs supports access to an SNPN using credentials from a Credentials Holder then the UE continues by selecting and attempting registration on available and allowable SNPNs which broadcast the indication that access using credentials from a Credentials Holder is supported in the following order:

-
SNPNs in the user controlled prioritized list of preferred SNPNs (in priority order);

-
SNPNs in the Credentials Holder controlled prioritized list of preferred SNPNs (in priority order);

-
SNPNs, which additionally broadcast a GIN contained in the Credentials Holder controlled prioritized list of preferred GINs (in priority order);”

However, according to the above procedures, the SNPN ID or name has not been sent to AAA for verification and there is no inclusion of SNPN ID or name in any keys derivation or authentication exchanges between UE and AAA. 
Considering the following scenario:
1. The prioritized list of preferred SNPNs in UE is SNPN1, SNPN2, SNPN3, SNPN4, and SNPN5. 

2. Then, UE receives SNPN2 ID broadcasted by SNPN2 and SNPN1 ID broadcasted by SNPN5.

3. UE will select and try to access SNPN5 as the SNPN1 ID is of higher priority.

4. The authentication will success as there is no SN name verification in EAP methods other than EAP-AKA’.

5. The AUSF in SNPN5 and UE use SNPN1 ID to derive the Kausf and Kseaf. 

6. Afterwards, the SNPN5 will serve the UE in the name of SNPN1.

Therefore, the prioritized list of preferred SNPNs defined by SA2 will completely lose control. The malicious SNPN can get more commercial interests by broadcasting SNPN ID of higher priority. 
Observation1: SA2 has also defined SNPNs in the Credentials Holder controlled prioritized list of preferred SNPNs in the similar way as in pure PLMN/SNPN access.

Observation2: The authentication mechanism defined in SA3 cannot achieve the same security control of the preferred SNPNs broadcasted by serving SNPN.
3
Proposal

It is requested to study the above issues in eNPN security phase2 SID and approve the accompanied contribution S3-221951.
Home network/Credential holder
Serving network
UE
AMF
AUSF/UDM
NSSAAF
UE
AMF
AUSF/UDM
Serving Network
Home network/Credential holder
AAA
CH controlled prioritized list of preferred SNPNs
HN controlled prioritized list of preferred PLMNs or SNPNs
1.Pure PLMN/SNPN access scenario
2. CH using AAA server for primary authentication scenario



UE
AMF/SEAF
AUSF
1. Registration Request
(SUCI in NAI format)
12. Nausf_UEAU_Authenticate Resp
 (EAP Success, KSEAF, SUPI)
13. N1 (EAP Success, ngKSI, ABBA)
UDM
3.Nudm_UEAU_Get Req
(SUCI, SN name)
5.Nudm_UEAU_Get Resp
(SUPI, AuthMethod)
NSSAAF
6. Nnssaaf_AIWF_Authenticate Req 
(SUPI)
10. Nnssaaf_AIW_Authenticate Resp 
(EAP succes, SUPI, MSK)
11. KAUSF calculated from MSK
14. KAUSF calculated from MSK
AAA Server
7. AAA (EAP-Response / 
Identity (SUPI))
9. AAA (EAP success, SUPI, MSK)
2.Nausf_UEAU_Authenticate Req 
(SUCI, SN-name)
4. Authentication Method Selection
8. EAP authentication



