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[bookmark: _Hlk70411886]
*************** Start of 1st Change ****************.
[bookmark: _Toc19542430][bookmark: _Toc35348432][bookmark: _Toc44937914]4.3.3.1.2	Minimized kernel network functions
Requirement Name: Minimized kernel network functions.
Requirement Description: 
Kernel based network functions not needed for the operation of the network element shall be deactivated. 
In particular the following ones shall be disabled by default:
-	IP Packet Forwarding between different interfaces of the network product. 
NOTE:	The above text does not preclude that IP Packet Forwarding can be enabled in certain deployment scenarios.
-	Proxy ARP (to prevent resource exhaustion attack and man-in-the-middle attacks. 
-	Directed broadcast (to prevent Smurf, Denial of Service attack and others like it.
-	IPv4 Multicast handling. In particular all packets with IP source or destination address belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255) shall be discarded by default and multicast route caching and forwarding shall be disabled to prevent smurf and fraggle attacks. A configuration option shall be available to enable the IPv4 multicast handling if required.
-	Gratuitous ARP messages (to prevent ARP Cache Poisoning attacks [ef]). A Gratuitous ARP request can be used mainly to inform the neighbours about the change in the MAC for the specified IP and consequently to update their ARP tables or to update the switches with the new MAC address or to defend link-local IP addresses in the Zeroconf protocol. By default, the network product shall not send Unsolicited ARP and any incoming Gratuitous ARP requests shall be discarded.
NOTE:	 The above text does not preclude that Gratuitous ARP can be enabled in certain deployment scenarios.
Answering routine for broadcast ICMP packets. In particular all ICMP ECHO and TIMESTAMP requests sent to network product via broadcast/multicast shall not be answered by default. 
Test Case: 
Test Name: TC_IP_FWD_DISABLING
Purpose:
Verify that IP Packet Forwarding is disabled by default on the network product. In particular this test case verifies that a packet received by a network product interface but directed to a host on a different network is not routed by the network product.
NOTE 1:	This test case is NOT applicable in certain deployment scenarios where IP Packet Forwarding needs to be enabled.
Procedure and execution steps:
Pre-Conditions:
-	The network product has at least 2 different physical or logical Ethernet interfaces.
-	Host 1 is connected to Interface 1 on subnet A and Host 2 is connected to Interface 2 on subnet B.
-	Network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product is available.
Execution Steps
-	If the feature is available in a configuration file, verify that it is disabled by default.
-	 Send a packet from Host 1 on subnet A to Host 2 on subnet B with the network product configured as a default gateway.
-	 Verify that the packet is correctly received by the network product (logged by the network traffic analyser) but it is not routed to Host 2.
Expected Results:
The packet is not routed by the network product and Host 2 does not receive it.
Expected format of evidence:
Pcap trace of the received packet.
*************** End of 1st Change ****************


