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*************** Start of 1st Change ****************.
[bookmark: _Toc75342670][bookmark: _Toc22548243][bookmark: _Toc22547690]4.2.2.x	Correct handling of serving SNPN ID mismatch
Requirement Name:	Correct handling of serving SNPN ID mismatch
Requirement Reference: TS 33.501 [3], clause 13.2.4.7, and TS 33.501 [3], clause 13.4.1.2 
Requirement Description:
"The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service Consumer appended with its PLMN ID (subject), NF Instance Id of the requested NF Service Producer appended with its PLMN ID (audience), expected service name(s) (scope) and expiration time (expiration). 
For SNPNs with Credentials Holder using AUSF and UDM for primary authentication, the SNPN ID of the serving SNPN is included instead of the NF Service Consumer's PLMN ID and the SNPN ID or the PLMN ID of the Credentials Holder is included instead of the NF Service Producer's PLMN ID
The pSEPP shall check that the serving PLMN ID of subject claim in the access token matches the remote PLMN ID corresponding to the N32-f context Id in the N32 message" as specified in TS 33.501 [3], clause 13.4.1.2.
Threat References: TR 33.926 [4], clause G.2.3.1, Incorrect handling for PLMN ID or SNPN ID mismatch
Test case: 
Test Name: TC_SNPN_ID_MISMATCH
Purpose:
Verify that the SEPP under test is able to identify the mismatch between the SNPN-ID contained in the incoming N32-f message and the SNPN-ID in the related N32-f context, and take action accordingly.
NOTE x: The test case only applies to SEPPs in a Credentials Holder using AUSF and UDM for primary authentication.
Procedure and execution steps:
Pre-Conditions:
-	Test environment with a peer SEPP instance (as cSEPP), which may be simulated.
-	The SEPP under test and the peer SEPP have mutually authenticated and already established N32-c connection. 
-	The SEPP under test has established N32-f context with the peer SEPP. The SEPP under test is in possession of the N32-f peer information which contains remote SNPN ID of the peer SEPP.
-	The tester shall have access to the interfaces of the SEPP under test and the peer SEPP.
Execution Steps: 
1.	The tester computes an access token correctly, except that the SNPN ID appended in the subject claim of the access token is different from SNPN ID of the peer SEPP, and then includes the access token in a NF Service Request.
2.	The peer SEPP sends to the SEPP under test a N32 message containing the NF Service Request with the access token.
3.	The SEPP under test receives the incoming N32 message from the peer SEPP and verifies that the SNPN ID in the subject claim of the access token does not match the remote SNPN ID in the N32-f peer information in the N32-f context.
Expected Results:
-	The SEPP under test sends an error signalling message containing the N32-f Message Id and error code to the peer SEPP on the N32-c connection. 
Expected format of evidence: 
Logs and the communication flow saved in a .pcap file.
*************** End of 1st Change ****************


