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	Reason for change:
	According to TS 23.122, if the UE detects that the VPLMN altered or removed the steering of roaming information then the UE shall consider the current VPLMN as the lowest priority PLMN and perform PLMN selection. However, the SoR can fail even if the vPLMN have not tampered the SoR information in case the KAUSF in UE and AUSF are not same.
The aforementioned issue has been resolved in Rel-17 with the restriction on AUSF that it should replace the old KAUSF only after successful authentication.
Thus, it is proposed to add the new threat of Kausf mismatch in Rel-18 .

	
	

	Summary of change:
	Add a new threat for KAUSF sychronization in AUSF.
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	The threat evaluation is missed.
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[bookmark: _Toc91075093][bookmark: _Toc26887053][bookmark: _Toc19783269][bookmark: _Toc91075082][bookmark: _Toc26887044][bookmark: _Toc19783260]F.2.2	Threats related to authentication procedures
No specific threats are identified for AUSF in addition to the generic threats identified in the main body of this document. 
F.2.2.X	KAUSF handling in AUSF
- Threat name: mismatch of KAUSF
- Threat Category: Denial of Service
- Threat Description: If the KAUSF in the UE and AUSF are not the same, the subsequent SoR procedures will fail. Hence, UE will consider the current serving PLMN as the lowest priority PLMN. As a result, the service of the UE will be interrupted and UE will perform unnecessary PLMN selection.
- Threatened Asset: Sufficient Processing Capacity
*************** End of 1st Change ****************


