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1
Decision/action requested

This contribution proposes a Key issue related to security aspects of offering localized services over the hosting network to TR 33.858
2
References

[1]
3GPP TS 22.844, ‘Study on 5G Networks Providing Access to Localized Services’.
[2]
3GPP TS 22.261, ‘Service requirements for the 5G system’.
[3]
3GPP TR 23.700-08, ‘Study on enhanced support of Non-Public Networks; Phase’.
[4]
3GPP TR 33.858, ‘Study on security aspects of enhanced support of Non-Public Networks (NPN) phase’.
3
Rationale

SA1 has conducted a study on ‘5G Networks Providing Access to Localized Services (PALS)’ in TR 22.844 [1] and specified the following normative requirements related to PALS in TS 22.261 [2] Clause 6.41 which are specific to various security factors including authentication and authorization.
The 5G system shall support secure mechanisms to allow a home network to coordinate with a hosting network for a subscriber to temporarily access the hosting network (e.g., based on temporary credentials) at a given time (start time and duration) and location. 
The 5G system shall enable a UE to use credentials provided by the hosting network with or without coordination with the home network of the UE, to make use of localized services via the hosting network with a certain time (including starting time and the duration) and location validity.
The 5G system shall provide support to enable secure means to authenticate and authorize a user of a UE accessing a hosting network, including cases in which a UE has no subscription to the hosting network and still needs to get authorized to use localized services via the hosting network.

NOTE:
It can be assumed that a network provider deploying a hosting network has access to respective identification information about the user, e.g., through a separate registration process outside the scope of 3GPP.
The 5G system shall be able to authenticate and authorize the UE of a user authenticated to a hosting network to access the hosting network and its localized services on request of a service provider.
Further SA2 [3] also agreed key issues #3,4 and 5 related to PALSs, where KI#3 describes that, the access and local services can be established as needed (on a short-term basis), without the need for long term business relationships, permanently installed equipment, etc.,’. Further KI#4 considers the following assumptions inaddition to the other aspects such as:
-
The UE can, but not necessarily, have prior subscription with the hosting network and/or the localized services provider.
-
Reception and usage of configuration provided by a localized services provider to discover and access a hosting network and localized services is subject to home network operator's policy and agreement between a localized services provider and hosting network operator, including the considerations of prior service agreement with a localized services provider and no prior subscription to hosting network.
Further KI#5 dicuss aspects to emable localized services via a specific hosting network and lists various SA1 requriements relevant to the scenario. 

With the above discussion, this pCR presents the key issue for TR 33.858 [4] related to supporting authentication and authorization for PALS involving a hosting network in 5GS.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.858
*****Start of Change*****
5.X
Key issue #X: Key Issue on Authentication for access to localized services
5.X.1
Key issue details 

The hosting network provides access to the localized services, where to enable a UE to access the localized services, the UE need to be authenticated by the hosting network and vice versa. The corresponding solutions need to consider the following assumptions related to security aspects of Providing Access to Local Services (PALS).

NOTE 1: Following assumptions are based on the PALS requirements from TS 22.261.

· The 5G system shall support secure mechanisms to allow a home network to coordinate with a hosting network for a subscriber to temporarily access the hosting network (e.g., based on temporary credentials) at a given time (start time and duration) and location. 

· The 5G system shall enable a UE to use credentials provided by the hosting network with or without coordination with the home network of the UE, to make use of localized services via the hosting network with a certain time (including starting time and the duration) and location validity.

· The 5G system shall provide support to enable secure means to authenticate and authorize a user of a UE accessing a hosting network, including cases in which a UE has no subscription to the hosting network and still needs to get authorized to use localized services via the hosting network.

· It can be assumed that a network provider deploying a hosting network has access to respective identification information about the user, e.g., through a separate registration process outside the scope of 3GPP.
· The 5G system shall be able to authenticate and authorize the UE of a user authenticated to a hosting network to access the hosting network and its localized services on request of a service provider.
Access to localized services need to take into account two scenarios such as (i) UE has subscription to the hosting network and (ii) UE has no subscription to the hosting network.
5.X.2
Threats

Lack of sufficient mutual authentication between UE and the hosting network, would lead to illegimate access of localized services and impersonation of the hosting network.

In case the UE has no subscription for the hosting network, a lack of sufficient mutual authentication and/or authorization between UE and the network, would lead to illegimate access and unauthorized use of localized services, further impersonation of the network can also happen.
5.X.3
Potential security requirements 
5GS shall support mutual authentication between UE and the hosting network for the localized services based on the corresponding temporary credentials.

Incase the UE has no subscription for the hosting network, 5GS shall enable mutual authentication and authorization between the UE and the network.
*****End of Change*****

