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*** 1st CHANGE ***
[bookmark: _Toc19696865][bookmark: _Toc26876859][bookmark: _Toc35529489][bookmark: _Toc35529579][bookmark: _Toc51230248] 4.2.2.1.4	RRC integrity check failure
Requirement Name: RRC integrity check failure
Requirement Reference: TS 33.501 [2], clause 6.5.1,clause 6.8.2.1.3. 
Requirement Description: "The RRC integrity checks shall be performed both in the ME and the gNB. In case failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded. This can happen on the gNB side or on the ME side." as specified in TS 33.501 [2], clause 6.5.1.
“When the UE decides to resume the RRC connection to transit from RRC_INACTIVE to RRC_CONNECTED, the UE sends RRCResumeRequest message on SRB0 and hence it is not integrity protected. However, the RRCResumeRequest message shall include the I-RNTI and a ResumeMAC-I/shortResumeMAC-I. 
...
The source gNB/ng-eNB verifies the ResumeMAC-I/shortResumeMAC-I using the current KRRCint key stored in the retrieved UE 5G AS security context (calculating the ResumeMAC-I/shortResumeMAC-I in the same way as described above).”as specified in TS 33.501 [2], clause 6.8.2.1.3.
Threat References: TR 33.926 [4], clause D.2.2.2, Control plane data integrity protection
Test Case 1: 
Purpose:
Verify that RRC integrity check failure is handled correctly by the gNB.
Pre-Conditions:
Test environment with a UE. The UE may be simulated. RRC integrity protection is activated at the gNB.
Execution Steps
1a)	The UE sends a RRC message to the gNB without MAC-I; or
1b)	The UE sends a RRC message to the gNB with a wrong MAC-I.
2b)	The gNB verifies the integrity of the RRC message from the UE.
Expected Results:
The RRC message is discarded by the gNB after step 1a) or after step 2b).
Expected format of evidence:
Sample copies of the log files.

Test Case 2: 
Purpose:
Verify that RRCResumeRequest integrity check failure is handled correctly by the gNB.
Pre-Conditions:
Test environment with a UE. The UE may be simulated. gNB send RRCRelease message with “suspendConfig” indication. UE enters the Inactive state after receiving RRCRelease message.Then UE recovers from Inactive state to Connected state.
Execution Steps
1a)	The UE sends a RRCResumeRequest message to the gNB without ResumeMAC-I/shortResumeMAC-I; or
1b)	The UE sends a RRCResumeRequest message to the gNB with a wrong ResumeMAC-I/shortResumeMAC-I.
2b)	The gNB verifies the integrity of ResumeMAC-I/shortResumeMAC-I from the UE.
Expected Results:
The RRCResumeRequest message is discarded by the gNB after step 1a) or after step 2b).
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.
*** END OF CHANGES ***

