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1
Decision/action requested

It is requested to approve the proposed key issue in TR 33.740.
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Rationale

This contribution proposes a new key issue for secure ProSe multi-path transimission. SA2 is currently studying ProSe phase 2 enhancement, one of the key issue (KI#5) is about support of multi-path transmission for UE-to-Network Relay. TR 23.700-33 captures various solution for the same, and solutions like solution#39, #41 considers redundant PDU sessions over multi-path scenario. Therefore, this key issue is proposed to address the security concerns that arises due to redundant transmission over multi-path. 
4
Detailed proposal

******Start of Change******
5.X
Key Issue #X: Secure ProSe multi-path transimission for UE-to-Network relay
5.X.1
Key issue details

SA2 is studying redundant PDU sessions over multi-path transmission in ProSe phase 2 to improve reliability for the Remote UE. As illustrated in figure 5.X.1-1, a remote UE use path #1 and path #2 for multi-path transmission, where path #1 is direct network communication path, and path #2 is indirect network communication path with UE-to-Network Relay.
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Figure 5.X.1-1: Example scenario of multi-path transmission using UE-to-Network Relay

Considering redundant PDU sessions over multi-path scenario, in Layer 3 relay system, there is a risk that if one of the two interfaces (i.e., PC5 or Uu) in direct or indirect path is protected and the other is unprotected because of security policy misalignment since the security policy determining or provisioning entiites are different in both paths. Such interface would become the weakest link in the end-to-end security and an adversary will be able to take advantage of such weakest link to compromise the whole L3 UE-to-Network Relay security which will lead to security vulnerability as data may be exposed in an unprotected link during the multi-path transmission.
5.X.2
Security threats

If dissimilar security policies are applied, the end-to-end protection of data over L3 UE-to-Network Relay or Uu (link between remote UE and Network) compromises over the multi-paths. 
5.X.3
Potential security requirements
The system shall support means of enabling compatible levels of confidentiality and integrity protection over Uu and PC5 links in support of end-to-end security for redundant PDU sessions over multi-path transmission.
******End of Change******
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