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1
Decision/action requested

Approve the Solution for TMGI protection Key Issue.
2
References

[X]
3GPP TR 33.883 Study on security enhancements for 5G multicast-broadcast services phase 2
3
Rationale

As described in TR 33.883, an attacker eavesdrop over the paging channel for MBS UEs may be capable of the following privacy attacks like inferring members of the MBS group presence in the paging area.

Solution proposal addresses the TMGI protection during group paging.
4
Detailed proposal

********* START OF CHANGES *********
6.1
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3

	6.A TMGI protection during group Paging
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************ NEXT CHANGE *********
6.A
Solution #A: TMGI protection during group Paging
6.A.1
Introduction 

This solution addresses the key issue #2 “TMGI  Protection” from TR 33.883[X].
6.A.2
Solution details

In scenarios when RAN doesn’t support MBS during paging, and AMF can page idle mode UEs in a TMGI, AMF can use the NAS keys to encrypt the TMGI. UEs can use the NAS keys to decrypt the TMGI. 
In scenarios when RAN supports MBS during paging, and AMF can page idle mode UEs in a TMGI, AMF can obtain MSK from SMF, and use it to encrypt the TMGI. UEs can use the MSK to decrypt the TMGI. 
This ensures the security and privacy of TMGI during paging in both scenarios mentioned above.

6.A.3

System impact

This solution impacts AMF and UE.
6.A.4
Evaluation

This solution proposal ensures security and privacy of TMGI in scenarios when RAN supports MBS during paging, and, when RAN does not support MBS during paging.
*********  END OF CHANGES *********

