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1
Decision/action requested

This contribution proposes a new solution for UE-to-UE Relay discovery message protection. 
2
References
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3
Rationale

This contribution proposes a new solution for a security mechanism to provide UE-to-UE relay discovery message protection. The proposed security mechanism in this solution is to provide a discovery message protection for Model A and Model B discovery as defined in TR 23.700-33 [1]. In addition, this solution assumes a UE-to-UE (U2U) relay service is associated with multiple ProSe services.
4
Detailed proposal

It is proposed to include the below pCR in the TR [2].
***** START OF CHANGES *****
6.K
Solution #K: Security mechanism for UE-to-UE Relay discovery in case of multiple ProSe services for an RSC 
6.K.1
Introduction
This solution addresses KI#1. This solution provides a security mechanism to protect discovery messages for 5G ProSe UE-to-UE relay discovery. The proposed security mechanism in this solution is to provide a discovery message protection for Model A and Model B discovery as defined in TR 23.700-33 [2]. This solution assumes a UE-to-UE (U2U) relay service is associated with multiple ProSe services.
6.K.2
Solution details
6.K.2.1
Model A discovery
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Figure 6.K.2.1-1: Model A discovery
The security procedure for 5G ProSe UE-to-UE relay discovery Model A is described as follows:

1.
Announcing UE is provisioned with discovery security materials from 5G PKMF by performing a Relay Discovery Key Request procedure. The discovery security materials consist of two sets of Code-Sending Security Parameters: the Code-Sending Security Parameters associated with a ProSe service and the Code-Sending Security Parameters associated with a Relay Service Code (RSC). In addition, CURRENT_TIME and MAX_OFFSET parameters are included for each set of Code-Sending Security Parameters.

NOTE 1: Relay Discovery Key Request procedure is defined in clause 6.1.3.2.2 of TS 33.503 [6].  

2.
ProSe 5G U2U Relay is provisioned with discovery security materials from 5G PKMF by performing a Relay Discovery Key Request procedure. The discovery security materials include both Code-Sending Security Parameters and Code-Receiving Security Parameters associated with the RSC. In addition, CURRENT_TIME and MAX_OFFSET parameters are included for each set of security parameters. 

3.
Monitoring UE is provisioned with discovery security materials from 5G PKMF by performing a Relay Discovery Key Request procedure. The discovery security materials consist of two sets of Code-Receiving Security Parameters: the Code-Receiving Security Parameters associated with the ProSe service and the Code-Receiving Security Parameters associated with the RSC. In addition, CURRENT_TIME and MAX_OFFSET parameters are included for each set of security parameters. 

4.
The Announcing UE starts broadcasting an Announcement message, if the UTC-based counter provided by the system associated with the discovery slot is within the MAX_OFFSET of the Announcing UE’s ProSe clock and if the validity Timer has not expired. The Announcing UE forms an Announcement message and protects the message as follows: it first protects the End-to-End (E2E) ProSe discovery information using the Code-Sending Security Parameters associated with the ProSe service; then, it protects the Announcement message using the Code-Sending Security Parameters associated with the RSC. 

NOTE 2: Protection of discovery messages over PC5 interface is as specified in clause 6.1.3.2.3 of TS 33.503 [6].
5.
The ProSe 5G U2U Relay listens for an Announcement message that matches to its Discovery Filter, if the UTC-based counter associated with that discovery slot is within the MAX_OFFSET of the ProSe 5G U2U Relay's ProSe clock. The ProSe 5G U2U Relay processes a received Announcement message to find a matching message to its Discovery Filter. When the ProSe 5G U2U Relay processes the message, it undoes the protection of the received message using the Code-Receiving Security Parameters associated with the RSC. Upon identifying a matching message, the ProSe 5G U2U Relay forms a Relayed Announcement message containing the original Announcement message and protects the Relayed Announcement message using the Code-Sending Security Parameters associated with the RSC. Then, the ProSe 5G U2U Relay starts broadcasting the Relayed Announcement message.

6.
The Monitoring UE listens for a Relayed Announcement message from ProSe 5G U2U Relay. The Monitoring UE processes a received Relayed Announcement message to find a matching message to its Discovery Filter. When the Monitoring UE processes the message, it first undoes the protection of the message using the Code-Receiving Security Parameters associated with the RSC, and further undoes the protection of the E2E ProSe discovery information using the Code-Receiving Security Parameters associated with the ProSe service.
6.K.2.2
Model B discovery
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Figure 6.K.2.2-1: Model B discovery

The security procedure for 5G ProSe UE-to-UE relay discovery Model B is described as follows:

1.
Discoverer UE and Discoveree UE are provisioned with discovery security materials from 5G PKMF by performing a Relay Discovery Key Request procedure. The discovery security materials consist of two sets of Code-Sending Security Parameters and Code-Receiving Security Parameters: Code-Sending Security Parameters and Code-Receiving Security Parameters associated with an RSC and Code-Sending Security Parameters and Code-Receiving Security Parameters associated with a ProSe service. In addition, CURRENT_TIME and MAX_OFFSET parameters are included for each set of security parameters.
2.
ProSe 5G U2U Relay is provisioned with discovery security materials from 5G PKMF by performing a Relay Discovery Key Request procedure. The discovery security materials include Code-Sending Security Parameters and Code-Receiving Security Parameters associated with the RSC. In addition, CURRENT_TIME and MAX_OFFSET parameters are included for each set of security parameters.
NOTE 1: Relay Discovery Key Request procedure is defined in clause 6.1.3.2.2 of TS 33.503 [6].  

3.
The Discoverer UE sends a Solicitation message and also listens for a Response message if the UTC-based counter provided by the system associated with the discovery slot is within the MAX_OFFSET of the Discoverer UE’s ProSe clock and if the Validity Timer has not expired. The Discoverer UE forms a Relayed Solicitation message and protects the message as follows: it first protects the End-to-End (E2E) ProSe discovery information using the Code-Sending Security Parameters associated with the ProSe service; then, it protects the Solicitation message using the Code-Sending Security Parameters associated with the RSC. 

NOTE 2: Protection of discovery messages over PC5 interface is as specified in clause 6.1.3.2.3 of TS 33.503 [6].
4.
The ProSe 5G U2U Relay listens for a Solicitation message that matches to its Discovery Filter if the UTC-based counter associated with that discovery slot is within the MAX_OFFSET of the ProSe 5G U2U Relay’s ProSe clock. The ProSe 5G U2U Relay processes a received Solicitation message to find a matching message. When the ProSe 5G U2U Relay processes the message, it undoes the protection of the received message using the Code-Receiving Security Parameters associated with the RSC. Upon identifying a matching message, the ProSe 5G U2U Relay forms a Relayed Solicitation message containing the original Solicitation message and protects the Relayed Solicitation message using the Code-Sending Security Parameters associated with the RSC. Then, the ProSe 5G U2U Relay starts broadcasting the Relayed Solicitation message.
5.
The Discoveree UE listens for a Relayed Solicitation message that matches to its Discovery Filter if the UTC-based counter associated with that discovery slot is within the MAX_OFFSET of the Discoveree UE’s ProSe clock. The Discoveree UE processes a received Relayed Solicitation message to find a matching message to its Discovery Filter. When the Discoveree UE processes the message, it first undoes the protection of the received message using the Code-Receiving Security Parameters associated with the RSC, and further undoes the protection of the E2E ProSe discovery information using the Code-Receiving Security Parameters associated with the ProSe service. Upon identifying a matching message, the Discoveree UE forms a Response message and protects the Response message as follows: it first protects the E2E ProSe discovery information using the Code-Sending Security Parameters associated with the ProSe service; then, it protects the Response message using the Code-Sending Security Parameters associated with the RSC. Discoveree UE sends the Response message to ProSe 5G U2U Relay. 

6.
On receiving the Response message from the Discoveree UE, the ProSe 5G U2U Relay sends the Relayed Response message containing the original Response message to the Discoverer UE. Processing of the received message and the protection of the Relayed Response message are the same as in step 4.
7.
The Discoverer UE listens for a Relayed Response message from ProSe 5G U2U Relay. The Discoverer UE processes a received Relayed Response message to find a matching message to its Discovery Filter. When it processes the message, it first undoes the protection of the received message using the Code-Receiving Security Parameters associated with the RSC, and further undoes the protection of the E2E ProSe discovery information using the Code-Receiving Security Parameters associated with the ProSe service.
6.K.3
Evaluation

TBD.
***** END OF CHANGES *****
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