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1
Decision/action requested

This contribution proposes a security solution for key issues #1 using SHAKEN based third-party specific user identities.
2
References

[1]
3GPP TR 33.890 v0.1.0 (S3-221686)
3
Rationale

This contribution proposes a solution to key issue #1 based on SHAKEN. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
2
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**** NEXT CHANGE ****
6.1
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
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	KI#2
	KI#3
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**** NEXT CHANGE ****
6.A
Solution #A: SHAKEN based third-party specific user identities
6.A.1
Introduction 

This solution addresses key issue #1. 
6.A.2
Solution details
Following preconditions are fulfilled before a third party specific user identity can be used:

-
For the originating UE, subscription data for the usage of third party specific user identity and signing of third party specific user ID is configured in the HSS. 

-
For the terminating UE, subscription data for the verification of third party specific user identity is configured in the HSS.

-
Third party Authorization server is authorized by the serving IMS network to provide third party specific user identity for specific group of UEs. 

-
The originating UE is authorized by third party Authorization Server to use designated third party specific user identity by one of the two following methods:


-
Option A: The third party leverages the subscriber management capability exposed by HSS via NEF to allocate a designated Public User Identity and associated Service Profile for the UE. 


-
Option B: The third party assigned a token to the UE for the authorization of third party specific ID via application layer. How the third party Authorization Server distributes the token to the UEs is out of the scope of this study report.
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Figure 6.A.2-1: Call flow for using third party identity
The enhancement to SHAKEN reference call flow specified in clause 4.3 of ATIS-1000074 [aa] are as following:
0a.
 (For option A) The third party Authorization Server is authorized by NEF to request allocation of designated IMPU and associated Service Profile for the UE to HSS. The allocated IMPU is received and configured in the UE in IMS registration procedure. 
0b.
 (For option B) Third party Authorization server is authorized by the serving IMS network to provide third party specific user identity. The UE interacts with the third party via application layer to receive a token for the authorization of third party specific ID.
1.
The originating UE creates a SIP INVITE with:


-
the Public User Identity allocated by third party (for option A); or


-
 an Authorization Header which contains the third party specific user identity, realm of the third party Authorization Server and the token assigned by the third party Authorization Server (for option B).

NOTE 1:
How the UE interacts with the third party Authorization Server via application layer to get the third party specific user identity or token is out of scope of this study.

2.
The originating IMS network (e.g. S-CSCF) checks the UE subscription data to confirm that the UE is allowed to use a third party specific user ID. The S-CSCF resolves the address of the third party Authorization Server based on the Public User Identity (option A) or realm information in the authorization request (option B). The authorization request is forwarded to the NEF. The NEF discovers and selects the third party Authorization Server for the authorization of using third party specific user identity.

3.
The third party Authorization Server authorizes the request and creates an enterprise name card for the user, which is going to be delivered in the SIP header. If the authorization request is rejected, the IMS call can continue without presentation of third party specific user identity. 


NOTE 2: The key information of enterprise name card and integrity protection mechanism are specified in draft-ietf-sipcore-callinfo-rcd-03 [bb] and draft-ietf-stir-passport-rcd-15 [cc].
4-5.
The Signing Server signs the SIP INVITE and adds Identity header field(s) per IETF RFC 8224 [dd] using the third party specific user ID in the P-Asserted-Identity header field and enterprise name card information.

6
SIP INVITE with signature is sent to the terminating IMS networks.

7-8.
Upon receiving the SIP INVITE with third party specific user identity, the terminating IMS checks whether the terminating UE has subscribed for verification of third party identity. If allowed, the terminating IMS triggers the verification procedure with the Verification Server. 

9.
The third party specific user identity and enterprise name card is received and rendered in the terminating UE.
6.A.3
Evaluation

This is FFS.
**** END OF CHANGES ****

