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1
Decision/action requested

It is requested to approve a solution for KI#1.
2
References

3
Rationale

The contribution provides a solution to enhance the URSP policy enforcement. The solution aims to provide an application the possibility to add additional authentication information, which can be used to authenticate the application along side the application. The solution intentionally keeps the core network unaware of the content of the additional authenticate such the diverse UE platforms can handle the application authentication using their proprietary methods.  
4
Detailed proposal

The following changes are proposed to be included in TR 33.892: 

************ START OF CHANGES ************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[X]
3GPP TS 23.503: “Policy and Charging Control Framework for the 5G System”
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

************ NEXT CHANGES ************
6
Proposed solutions

6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3

	Provide additional authentication information to enhance URSP policy enforcement.
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6.Y
Solution #Y: Provide additional authentication information to enhance URSP policy enforcement.
6.Y.1
Introduction 
The solution provides a UE platform agnostic method to provide additional authentication information which can be used to enhance URSP policy enforcement. The solution provides a method to add additional authentication information to a URSP policy and update the policy in the UE. The solution reuses existing methods to input the additional authentication information and update the policy. The content of the additional authentication information could as an example be token but is out of scope of this specification.  
6.Y.2
Solution details
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1. UE application and backend application function negotiates authentication data. This can be a token, signature etc. The negotiation protocol is out of scope of this specification. The step can be omitted if data is already pre-provisioned or negotiation is unnecessary for the proprietary application verification method.
2. The AF sends the application authentication information to the NEF to be included in the URSP rule.

3. NEF authorises the AF to update the URSP rule with the additional authentication information. 
4. NEF provides the application ID together with additional authentication information. The interaction between NEF and PCF is described in TS 23.503 section 5.3.10 [X]
5. The PCF includes the application identifier and additional authentication information in the policy as described in TS 23.503 section 6.2.1.2 [X].
6. The PCF triggers a policy update using existing methods.

7. Application provides additional authentication information along application identifier. The interaction between URSP enforcement point and application is out of scope of this specification.

8. The policy enforcement point authenticates the application using the provided additional authentication information. 
6.Y.3
Evaluation
Editor’s note: Evaluation is for further study.
************ END OF CHANGES ************

