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1
Decision/action requested

Approve the pCR to TR 33.882.
2
References

[1]
3GPP TR 33.882: "Study on personal IoT networks security aspects ".

3
Rationale

The PIN study in SA2 is for the scenarios of wearable, smart home, and smart office, where the non-3GPP device (named as PINE) directly connects to a gateway UE (named as PEGC, could be a smart phone, CPE, etc.) for accessing a PIN and 5GS. 
In order to enable PIN communication, the PEMC can request a communication path for a PINE towards internet services. Provisioning Service is an internet service that may be important to be known by MNO, so 5GC is able to know the purpose of the visiting.

One of the objectives in the SID of the Study on personal IoT networks security aspects (FS_PIN_Sec) is about the potential security enhancements for authentications required to secure Personal IoT Networks. 

And there’s a SA1 requirement in TS 22.261 as following, which enables the authentication:

· The 3GPP system shall support secure provisioning of credentials to a non-3GPP device connected via a gateway UE, whose user identifier has been linked with the 3GPP subscription of the gateway UE, to enable the non-3GPP device to access the network and its services according to the linked 3GPP subscription when connected via non-3GPP access. (c.f. 3GPP TS 22.101 clause 26a.2.1)

Following figure shows an attack if 5GC does not control on the visiting of a Provisioning Server:
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The following figure shows another attack even 5GC knows that the visiting is towards a Provisioning Server but no control on it:
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The DDoS attack can be lunched easily to a provisioning server consistently.

This contribution proposes a new key issue, considering the control of credential downloading to PINE, to be included in TR 33.882 [1]. 

4
Detailed proposal

****Start of Change (New Text) ****
5.X
Key Issue #X: Secure credential downloading to PINE
5.X.1
Key issue details

PINE is able to visit internet via PEGC if allowed by the PEMC. User may have different policy for different PINEs that some of them is allowed for visit a specific internet server, while some of them is not allowed, etc.

Some of the PINEs may uses the relay path for visiting internet service to perform credential downloading, which is a specific internet service. The network should know the purpose of the traffic is used for credential downloading, and is able to control the credential downloading.

After the remote provisioning, the network shall linke the PINE with the 3GPP subscription of the PEGC.
5.X.2
Security threats

Without control of credential downloading to PINE, the communication path can be used to consistently attack the Provisioning Server, and the 5GC is not able to link the PINE with the 3GPP subscription of the gateway UE as required by SA1. 

5.X.3
Potential security requirements

The 5GC shall be able to control the credential downloading to PINE.
After credential downloading, the 5GC shall be able to link the PINE with the 3GPP subscription of the PEGC where the credential is downloaded via.
****End of Change****
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