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1
Decision/action requested

It is requested to approve the new solution for UE privacy.
2
References

[x]
3GPP TR 33.887 Study on Security aspects for 5WWC Phase 2
[y]
3GPP TR 23700-17 "Study on the support for 5WWC, Phase 2"
3
Rationale

As per the KI#2 of 5WWC study defined in TR 33.887 [x], UE is able to discover the slice of TNGF/N3IWF and select TNGF/N3IWF accordingly. Please refer to the solution 13 and solution 14 of SA2 TR 3GPP TR 23700-17[y]
	Solution 13 : UE getting the slices supported by N3IWF (s)
	The solution assumes that the UE(s) can themselves select the N3IWF that supports the set of slices they wish to use. For this, the UE sends a Slice Support Get request to each N3IWF.

	Solution 14: use of AN NRF
	The UE performs a N3IWF discovery procedure to a new “AN NRF” (similar to 5GC NRF defined in TS 23.501 [2]), to which N3IWFs register the set of Slices (S-NSSAI(s)) they support (reusing Nnrf_NFManagement_NFRegister service operation as defined in TS 23.502 [3] or a new similar service operation supported by a new NF) . 




In both of the above solutions, UE and network node provides slice information without any protection. Due to this, MitM will be able to check what slices/services UE is interested in. Therefore, it will leak the privacy information as agreed in the KI#2.

4
Detailed proposal

**** START OF CHANGE ****
6.Y
Solution #Y: Prevention of privacy for AUN3 devices
6.Y.1
Introduction 

This solution addresses the KI#2 of the 5WWC study defined in TR 33.887 [x]. If the UE and network node provide/share slice information directly without any protection, MitM will be able to determine which slices/services the UE is interested in. Therefore, it will leak the privacy information of the UE. This solution proposes the NSASG information sharing between the AUN3 device and network node (AN-NRF, N3IWF, TNGF) instead of S-NSSAI directly. By sharing the NSASG information, user privacy can be protected.

6.Y.2
Solution details

6.X.2.1
Procedure 
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1. The list of mapping of S-NSSAI to Network Slice Access Stratum Groups (NSASGs) is configured at the 5G node (AN-NRF/N3IWF/TNGF). When UE sends a request to 5G node, it will include the NSASG information instead of S-NSSAI informaiton in the service request.
2.  5G node shall map the NSASG information to S-NSSAI information and prepare the response to UE.

3. 5G node shall provide node address. 

6.Y.3
Evaluation

TBD
**** END OF CHANGE ****
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