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1
Decision/action requested

It is requested to approve the new solution for authentication of AUN3 devices via EAP_TLS.
2
References

[1]
3GPP TR 33.887 Study on Security aspects for 5WWC Phase 2
[2]
3GPP TS 33.501 Security architecture and procedures for 5G system

3
Rationale

As per KI#1 defined in TR 33.887 [1], the authentication of AUN3 devices supporting EAP(EAP_TLS, EAP_AKA') is required. In this solution proposal, we are proposing the EAP_TLS-based enhancement for the AUN3 devices.

Please note that TS 33.501 Annex O defines the authentication of N5GC. However, Annex O has limitations and cannot cover AUN3 devices. For example, it describes only legacy wireline devices (e.g., devices connecting to the RG using Ethernet), which don’t perform any further security procedures with the RG. I.e., interface between AUN3 device and RG is not protected.

4
Detailed proposal

**** START OF CHANGE ****

6.Y
Solution #Y: EAP_TLS based authentication for AUN3 devices
6.Y.1
Introduction 

This solution addresses the authentication of AUN3 devices based on the EAP_TLS method.

Please note, TS 33.501[2] Annex O defines the authentication of N5GC. However, Annex O has limitations. For example, it describes only legacy wireline devices (e.g., devices connecting to the RG using Ethernet), which don’t perform any further security procedures with the RG. I.e., interface between AUN3 device and RG is not protected.

6.Y.2
Solution details
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 Figure 6.X.2.1-1: EAP-TLS based AUN3 authentication
1.
The AUN3 device establishes a WLAN connection with the WLAN Access Network (AN), using procedures specified in IEEE 802.11.

2.
L2 connection and EAP identity retrieval are performed. These steps are similar to Steps 1a to 4a of Annex O.3, TS 33.501[2].

3.
The W-AGF creates a registration request on behalf of the AUN3 device with a new indication that the registration is on behalf of an AUN3 device where protection is required for the interface between the AUN3 device and RG. The SUPI of the AUN3 device is the NAI as received from the device, and the W-AGF constructs the SUCI from this SUPI using the NULL scheme. The W-AGF selects the AMF/SEAF. The W-AGF sends to the AMF/SEAF a registration request on behalf of the AUN3 device. The registration request includes the NAI SUCI, wireline network name if available, and the new indication. The same message content is forwarded from AMF to AUSF and then to UDM. 

4.
The authentication procedure for EAP-TLS of steps 5b to 13c is followed from Annex O from TS 33.501[2].

5.
Based on the indication in step 3, the MSK is generated from EAP credentials for the AUN3 device. 

6.
AUSF sends an EAP-Success message with MSK keys to AMF. The AMF forwards it to W-AGF and further to RG. 
Note: whether the key MSK is used by RG and W-AGF is out if 3GPP scope.
7.
RG and AUN3 devices will derive WLAN keys from MSK.

8.
The AUN3 device uses MSK to perform a 4-way handshake to establish a secure connection with the WLAN AN. 

6.Y.3
Evaluation

TBD
**** END OF CHANGE ****
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