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1
Decision/action requested

This document proposes to add the proposed solution for Direct C2 Security in TR 33.891
2
References

3
Rationale

This contribution proposes a new solution for Direct C2 Security. 
4
Detailed proposal
**** START OF CHANGE ****

6.X
Solution #X: Direct C2 communication over PC5 security
6.X.1
Introduction

This solution addresses Key issue #1: Direct C2 Security.

In this solution, a UAV and a UAV-C establish a secure PC5 unicast link for C2 communication based on procedure described in TS 33.536 [x]. Both UAV and UAV-C supports PC5, with optional support for Uu connection.

The UAV that uses Uu connection is authenticated and authorized by the USS for C2 communication prior to establishing C2 communication over PC5, as per existing Rel-17 procedures. The UAV may receive security information for C2 over PC5 (e.g., key material) through these procedures, in the case of dynamic pairing with UAV-C. The UAV/UAV-c may also be preconfigured with security credentials (e.g., long term key) in the case of static pairing (i.e., pairing is pre-determined).

6.X.2
Solution details
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1. UUAA procedure as defined in 

TS 33.256 [5], clause 5.2.1

2. Pairing authorization as defined in 

TS 33.256 [5], clause 5.4

3. Direct Communication Request

5. Security Establishment

6. Direct Communication Accept

7. C2 Communication over PC5

4. Mutual Authentication


Figure 6.X.2-1: PC5 unicast security establishment for C2 communication between UAV and UAV-C

1. 
The UAV performs UUAA procedure as described in TS 33.256 [5], clause 5.2.1. The UAV may obtain a new CAA-Level UAV ID through this procedure. The UAV uses the new CAA-Level UAV ID or a pre-configured CAA-Level UAV ID in the following steps.

2.
The UAV performs Pairing Authorization procedure as described TS 33.256 [5], clause 5.4. The UAV may obtain UAV-C identifier and security information (e.g., key material) during this procedure. The UAV uses the received information or pre-configured information during the following link establishment procedure.

3.
The UAV sends Direct Communication Request to initiate the PC5 unicast link establishment. The DCR includes:

-
Source User Info: the UAV's Application Layer ID (e.g., CAA-Level UAV ID or any other application layer ID assigned for C2 over PC5).

-
Target User Info: if the UAV-C identifier is known (e.g., received in step 2 or pre-configured), the UAV uses it as the target user info. If the UAV-C identifier is not available, Target User Info is not included in the DCR and service-oriented link established as described in TS 23.287 [y] clause 6.3.3.1 is performed.

-
UAS Service Identifier: this identifier is equivalent to V2X Service Type (see TS 23.287 [y]). It may be preconfigured or derived from the UAV's CAA-Level UAV ID. It is used during the discovery of the C2 peer (UAV/UAV-C) with service-oriented method (e.g., for dynamic UAV-UAV-C pairing). 

4.
The UAV and UAV-C may optionally perform a mutual authentication before next step as described in TS 33.536 [x] if the pairing is pre-determined with security credentials (e.g., long term key) pre-configured.

5.
The UAV and UAV-C establishes the security for the PC5 link as described in TS 33.536 [x]. The UAV and UAV-C establish the security based on the security information (i.e., key material) received from step 2 or key material derived from a prior mutual authentication.

6.
The UAV-C sends Direct Communication Accept over the established link.

7.
The UAV and UAV-C engage in C2 communication over the secure PC5 unicast link.

6.X.3
Evaluation
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